MOSCOW
EXCHANGE

ASTS Bridge w. 44

Interface for connecting
external systems to the Moscow Exchange

. ASTS trading & clearing system

User Guide

.

© Moscow Exchange, 2022




ASTS Bridge | User Guide

Y R (=] I Yol 11 =T o UL 3
Main functions Of ASTS BRIDGE .....cccciiiiiiiiiiiiiiiiiiiieiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 4
Implementation details ........coevviiiiiiiiiiiiii 5
Hardware and software reqUIirEmMeNts........cccueveiieiieiiiiiiiiieiieeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeens 5
Installation, uninstallation, UPAAtes ........cccoeeeiiiiiiiiiiiicc s 6
WOrKing With ASTS BRIDGE......cciivviiiiieeeeiiiieeeeeeitieeeeeettieeeesesteeeeseesneeeessssneeeeesanannnns 8
ASTS Bridge Server USEr INTEITACE ....iiiciiii ettt e e e e et e e s e sabee e e s baeeeenanees 8

R =L =4 PPN 9
BridgeConfig configuration ULIlitY........occueeiiiiiiii et e e e s ebee e e 9
BridgeConfig Main WINGOW .......coiiciiiiiiiiie ettt e e s stre e e s sara e e e s snaaeeessasaaeesnnnreees 11

Add or edit coNNECLioON Profile .......eei i 13
Running ASTS Bridge as WINAOWS SEIVICE .....uuviieicuiiieiiiiiieesiteeeeiireeessieeeesssaeesssassesessssaeessssseesessnsseeens 21

1V o 11 o Y- 23
MONItOriNg WED INTEITACE ......oeiie et eebee e e e ebe e e e e e be e e e e nnes 23

(@foT o] a=Totd o] o I o] fo] {1 [=T-I PSPPSR 24
CONNECEEA CHENTS ...ttt b e sttt e bt e s bt e sate st s beebeenbeenneas 25

YT YT (o Y= SR PR 29
BT T Tota o1 1o [¥ 0 Yo TSRS 30
CUrrent ASTS Bridge SEtHINGS . ..cccccuiiiieee ettt e e e e ectrre e e e e s e e s enbtaeeeeeeesesnnreaneeeeeesannens 31
ATIOWE USEFS ..ttt ettt ettt sttt sttt et et e st st e et e st e e b e e s b e e sseesmnesanesaneereeneennees 31
Sample client application: TE CHENt......coovvveeiiiicceeee e 32
TE CleNt USEr INTEITACE ... ve ettt sttt et et esaeesanesane e 32
(00 oY gT=Toru] o Tk do N o TaTe F= Iy VY PR 33
Appendix 1 — INI configuration file structure........ccccovvviiiiieiiiiice e, 34
Appendix 2 — connection ParamMeEters. ... ceeeiei i e 37
Adding entries to the services SYStem file ........oocuiiiiieiii e 37
Connecting ASTS Bridge to ASTS trading/clearing SYStEM .......cvccuveireeieeieeeeeere ettt 37



ASTS Bridge | User Guide

INTRODUCTION

This guide describes the ASTS Bridge software package that is used to connect external systems (such as
brokerage systems, market data distribution systems, HFTs, risk management, back offices) to the
Moscow Exchange ASTS trading & clearing system in real time over the native API.

ASTS Bridge provides bidirectional connection to the trading & clearing system and includes an
application programming interface (API), which provides functions for obtaining data from trading and
clearing systems (orders, trades, instruments, etc.) as well as for executing transactions (enter and cancel
orders, etc.). The API itself is described in a separate document: "Application Programming Interface for
connecting external systems to the Moscow Exchange ASTS Trading & Clearing System".

A sample client application TEClient is included into the ASTS Bridge package. It uses a dynamic library
(Windows DLL) mtesrl.dll that provides application programming interface (ASTS Connectivity API) to
connect to ASTS trading and clearing systems. TEClient should not be used in production environments.

SYSTEM ARCHITECTURE

The system architecture is shown on the following diagram:

/ Trading network

Trading & Clearing Bridge Monitoring
Engine Gateways Server

\ ASTSBridge.exe /

Bridge Client  £3  mytesrl.dll / libmtesrl.so
(brokerage system) — /

O O O

End users

Pic. T ASTS BRIDGE SYSTEM ARCHITECTURE
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ASTS Bridge supports following main operations:

connect to the ASTS trading & clearing system (TS);

receive requests for trading or clearing data from an external system, and pass them
tothe TS;

receive replies (data updates) from TS and pass this information to the external
system,;

receive requests for transactions (enter or cancel orders, etc.) from the external
system and transmit them to the TS;

receive reply to the transaction from TS and pass it to the external system;

receive error messages (resulting from processing requests for data or transactions)
from TS and pass them to the external system;

pass the description of "bridge interface" to the external system;

state recovery after connection loss or any failures in the trading system, external
system or bridge;

disconnect from TS.

ASTS Bridge provides logging for the following events:

connection to trading/clearing system;
transaction requests from an external system;
requests for data (updates) from an external system;

disconnection from the TS.

ASTS Bridge provides connection to the Moscow Exchange equity & bonds market, FX and precious metal
market, money market.
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The application is implemented as two software components that can be executed on two separate
machines. The server component (ASTS Bridge), implemented as separate application for 32 or 64 bit
versions of Microsoft Windows 10 or Microsoft Windows Server 2016/2019, connects to ASTS trading &
clearing System via the internal Mustang protocol (a new transport protocol backwards compatible with
the old TSMR protocol). The client component ASTS Connectivity APl (mtesrl.dll for 32 or 64 bit
Windows; libmtesrl.so for 64 bit Linux) provides an application programming interface (API) to external
system. APl is described in a separate document: "Application Programming Interface for connecting
external systems to the Moscow Exchange ASTS Trading & Clearing System". Data is transferred between
components over the TCP/IP protocol.

In order to provide connection flexibility all the interaction between external systems and
trading/clearing systems is carried out through particular versions of bridge interfaces with appropriate
access permissions granted to connecting users. Description of the allowed bridge interfaces can be
requested by external system dynamically. This description has a specific structure and includes:

— description of tables (table names, types and additional information) available to the
client;

— description of table fields (field names, types, formats and additional information)
available to the client;

— description of transactions (transaction names, types, formats and additional
information) available to the client;

— description of transaction fields (field names, types, formats and additional
information) available to the client;

— description of specific constants (so called enumerations) used to encode field values
in tables and transactions.

Bridge interface descriptions are stored and maintained centrally, and the required description is
transferred from a trading system to the bridge on request at the beginning of working session.

Usually, most of external systems establish two or more connections. Any connection may be used either
for market data transmission or for transaction execution or for both. It is up to external system
developers to decide how to utilize each connection.

Several connection profiles for parallel connection to different trading/clearing systems can be set up on
a single instance of ASTS Bridge. It is also possible to run multiple instances of ASTS Bridge on a single
machine with different configuration files and working directories.

For proper operation of ASTS Bridge server and external systems that use the mtesrl library, the
following minimal software and hardware requirements are established:

Operating system of one of the following versions for ASTS Bridge server and
Windows clients:



ASTS Bridge | User Guide
— Microsoft Windows 10;
— Microsoft Windows Server 2016;
— Microsoft Windows Server 2019.

Operation system of one of the following versions for Linux clients:
— RedHat/CentOS 7 and newer;

— Using of other distributions is possible.

Hardware — minimum:
— CPU —Intel Core or compatible 1,4GHz or higher;
— RAM —4GB or more;
— HDD with 10 GB free space for logging;

— Ethernet network card.

Hardware —recommended:
— CPU —Intel Core or compatible 3GHz or higher x 4 core;
— RAM -16GB or more;
— HDD with 10 GB free space for logging;

— Ethernet network card.

Bit rate:
— From 100 Mbit/s. Recommended is 1 Gbit/s.

These requirements do not consider specific characteristics of an external system and may be adjusted
upwards depending on the resources required for external system proper operation.

The product is supplied as a ZIP archive.

To install ASTS Bridge just unzip the archive to any directory on your hard drive.

Place the executable files of the bridge into a write-protected folder, for example into "C:\Program
Files\ASTSBridge\" folder.

Right-click on archive icon and select "Extract all" in a context menu, then follow the instructions.

The distribution package has the following directory structure:
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client library (API) for external systems;
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APl examples on C++, Delphi, Java, C# and sample TEClient application;

product documentation;

client library for direct connection to ASTS trading/clearing system. Can be
used only from the Moscow Exchange colocation zone (so-called embedded

bridge).

To run ASTS Bridge server double-click its
icon from the directory: A

After configuring ASTS Bridge server (see

ASTSBridge -> Settings) you can run sample ==
client application. To do so, double-click

TEClient or TEClient64 (64 bit version) icon in

ASTSBridge.exe
ASTSBridge
Moscow Exchange

TEClient.exe
ASTSConnectivity API Demo Client
Moscow Exchange

the directory:

TEClient64.exe
ASTSConnectivity API Demo Client
P Moscow Exchange

For information on connecting your own external system to ASTS trading & clearing system, refer to the
developer manual - "Application Programming Interface for connecting external systems to the Moscow

Exchange ASTS Trading & Clearing System".

When updating the product be sure to
backup configuration files of previous
version.

Do not unzip the distribution archive to the
working folder of previous version. This can
cause loss of important data and break
ASTSBridge and external systems operability.

Default format for configuration files is XML. Support for INI format is provided for compatibility with old
versions. It is recommended to convert old INI files to XML format with the BridgeConfig utility included

into the package.

To uninstall the product delete its folder. If ASTS Bridge was set up as a Windows Service, it’s necessary
to uninstall the service first. If products working folder differs from its installation folder, it’s necessary to

delete working folder first.
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WORKING WITH ASTS BRIDGE

Clients connect to ASTS Bridge server over the TCP/IP protocol. The key software functions are:

— possibility to indicate bridge interface (set of tables, fields and transactions) and list
of trading boards for each client connection;

— possibility to specify several Bridge addresses at connection time, so connection will
dynamically switch between them in case of network problems;

— support for Validata electronic digital signature and streaming encryption from;

— possibility to run ASTSBridge as Windows Service.

ASTS Bridge server accepts incoming client connections and establishes connection to the ASTS trading &
clearing system for each client individually.

ASTS Bridge server user interface

gs TEST_SERVERS - ASTSBridge (TecTossl...

ASTS: 8 systems configured

Local port: 15005 HTTP monitoring port: 2035

Client count: 0/8 View..,

PKI cryptography not supported

Certificate:

ASTS Online: 0/ 8 online stats...
Version: 4341157 Memory Usage: 1086 656 address space

Pic. 2 ASTS BRIDGE SERVER MAIN WINDOW

Main ASTS Bridge server user interface elements:

Element Description

Title The window title displays server ID and full name, clients will connect to
(see Settings).
Connection info «Connection info» panel displays the parameters of the active connection:

ASTS: name of the ASTS server and the name or number of the trading system
service;

Local port: name or number of a local port, clients should connect to;
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HTTP monitoring port: port number for web monitoring. Click this link to open the
monitoring interface;

Client count: number of currently connected clients / maximum allowed number
of connections;

View: click this link to open clients’ connection details in a web-browser;

PKI Certificate: title of the digital signature certificate when cryptography is
enabled;

ASTS Online: active connection to trading system is established.
Click the «Configure» button to run ASTSBridge Configuration Utility
(BridgeConfig) - tool for editing configuration file.
Changes made with BridgeConfig take effect immediately and do not require
bridge restart.
Click the «Stats» button to show some additional statistical data:

— Running time: running time of current server instance;

— Makx clients: maximum number of simultaneous client
connections today and since the server startup (total);

— Today: number of requests (regs), read bytes and sent bytes for
today;

— Total: number of requests (regs), read bytes and sent bytes
since the server startup.

— Click «Hide» button to hide additional statistical data.

Status bar shows the ASTS Bridge version and memory usage.

Settings

Current version uses configuration files in XML format. XML configuration files support several
connection profiles to establish connection to different trading/clearing systems. INI format is supported
for compatibility with old versions. It is recommended to convert old INI files to XML format with a
BridgeConfig utility, included into distribution package.

By default, ASTS Bridge server loads its parameters from configuration file whose name matches the
name of the main executable. XML files have priority over INI files, so ASTSBridge.exe will first try to load
ASTSBridge.xml, and if such file does not exist - ASTSBridge.ini will be used. For ASTSBridgeEQ.exe it will
be ASTSBridgeEQ.xml (or ASTSBridgeEQ.ini) and so on.

Configuration file name (and full path) can be specified at ASTSBridge server startup from the command
line:

ASTSBridge.exe /config ConfigFileName.xml

Configuration file that ASTSBridge server currently uses is displayed at the top of the BridgeConfig utility
main window (see pic.3).

BridgeConfig configuration utility
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ASTSBridge distribution package contains BridgeConfig.exe - a GUI configuration utility. Old INI files can
be converted to XML with BridgeConfig.

When starting BridgeConfig directly (i.e. not by clicking the Configure button in ASTSBridge) then the
configuration file name should be specified explicitly:

BridgeConfig.exe ConfigFileName.ini

BridgeConfig.exe
ASTSBridge Configuration Utility

. . . . Baal™ Moscow Exchang
drag the desired configuration file to the e
ConfigFile.ini
BridgeConfig.exe icon ( MapameTpel keHgurypaumm
5 602 Bait

start the Bridge server with a desired configuration file
(described above), and click "Configure..." button at the
top right of the main window.

To convert old configuration file to XML format, start BridgeConfig with each needed configuration file,
and press "Convert to XML" button at the top right of the window. Save changes, by pressing "OK" or
"Apply". A new configuration file will be named filename.xml, and initial INI-file will be renamed to
filename.ini.bak.

After conversion to XML, some additional features will become available such as setting up access to
multiple trading systems, control of allowed client IP-addresses and others.

ASTS Bridge monitors changes of its configuration file during operation, so settings made with the
configuration utility will automatically take effect after pressing «OK» or «Apply» buttons, restart of
Bridge server is not required. Important: when running ASTS Bridge as a service, the service must be
restarted to apply configuration changes.

Configuration file also can be edited manually with a text editor. (see XML configuration file structure)

10
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BridgeConfig main window

ASTSEridge Configuration Utility

Dhvastsbridge-test-4.3.4.1157 serverwined\ ASTSEBridge.xml

Bridge Monitoring Logging  Advanced

Bridge service: 15005

Trading Systems

1D Description Edit...
CUR_TEST_IMET TecToBwW BP-Topr.cucTema, Yepes MHTep..
CUR_TEST_IMETRISK TecToBbWA BP-kanp.cucTema, yepes MHTep...

CUR_TEST_UAT TecToBblA BP, UAT-cTeHS, Yepes MHTepHET Add...
EQ_TEST_IMET TecToEbIA GOHA0ERIA pRIHOK Y2pe3 MHT:..,

EC_TEST_UIAT TecToBbIA ©P, UAT-cTeHS, Yepes MHTepHeT Delete...

Multiple A5TS Configuration

Bridge ID: | TEST_SERVERS |

Bridge description: |TEL'I'CIBHE CHETEMBI |

Pic. 3 BRIDGECONFIG MAIN WINDOW

Interface elements of BridgeConfig main window are divided into four tabs: "Bridge", "Monitoring",
"Logging" and "Advanced". At startup, Bridge tab is active.

Main BridgeConfig interface elements:

Element Description

Configuration file Full path to ASTS Bridge configuration file.

Bridge
Bridge service: Name or number of the TCP service of the server. For example, "15005".
Trading Systems List of configured connection profiles, containing server identifiers and their
text descriptions.
«Edit...» button Edit connection profile parameters.

11



«Add...» button
«Delete...» button

Multiple Trading
System Configuration

Allow HTTP-
monitoring on port:

Host name:

Gather per-user
statistics every:

Notify about problems
by e-mail. Server:

E-mail account to send
from:

Bridge administrator e-
mail addresses:

Notify if free disk
space less than:

Or key expires in ...
days

E-mails to notify of
logon problems:

E-mails to notify of
bridge slowdowns:

Notify in case of ...
slowdowns within ...
min.

E-mails to notify of
network failures:

Notify in case of ...
slowdowns within ...
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Add a new connection profile.
Delete selected connection profile.

Unique Bridge identifier and description.
This group becomes available after configuring multiple connection profiles
to different trading systems.

Monitoring

Name or number of the service, on which http-agent for server monitoring is
running. Monitoring is available using a web-browser at:
http.//{server _address}:{service}.

If this parameter is set, the http-agent checks the Host header in the HTTP-
request to match the specified value (protects against Anti-DNS Pinning
attack).

Interval to collect statistics on client connections. For each client the
following data is collected: bytes received and sent, number of requests,
average time of request processing by the Trading System, packet delays.

Mail server IP or name (SMTP) to send diagnostic e-mail notifications to
administrators.

E-mail address for the FROM field of diagnostic notifications.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on the server startup & shutdown and other system
messages. Empty value means not to send any such messages.

The lowest free drive space (in MB) when notification on the low disk space
is sent to the system administrator. Check is performed once at the bridge
start and each time when date changes.

Number of days before Validata key expiration, when system administrator
will be informed about it. This parameter is valid only when cryptography is
enabled. Check is performed once at the bridge start and each time when
date changes.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on client connection problems. Empty value means not to
send any such messages.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on Bridge server performance, new client connections
establishing, as well as at slow connection to the ASTS trading system or its
absence. Empty value means not to send any such messages.

Condition for sending a slow connection notification — number of times the
value of MaxProcessingTime was exceeded during the specified time interval
(minutes).

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on the client’s network problems. Empty value means not to
send any such messages.

Condition for sending a network problem notification — number of failures
during the specified time interval (minutes).

12



min.

Working folder:

Automatically delete
log-files older than ...
days

Save user logs to file

Automatically stop
bridge after:

Disconnect clients idle
more than: ... sec

Send LOGOFF for idle
clients

Default language for
messages:

Compression level:

ASTS Bridge | User Guide

Logging

Full path to ASTS Bridge working directory, which will be used for storing log-
files and TS interface caching. If value is not specified, or is an empty string,
installation directory will be used.

Number of days to keep log files on the server hard drive. If not checked, the
log will never be removed.

Log user activity statistics. In case of high client applications activity, statistic
data may require a large amount of memory and it is recommended to
disable this function.

Advanced

Time of automatic server shutdown. On specified time, ASTS Bridge server
will automatically stop and all connected clients will receive an appropriate
message.

Maximum idle time (in seconds), after which the client will be forcibly
disconnected. Clients, who do not query the server for a long time, are
considered to be "hanged up".

It's recommended not to set this parameter to less than 60 seconds.

ASTSBridge will send LOGOFF transaction for clients with expired idle timer.
The checkbox is set to “Yes” by default.

Language for error messages. Possible values are: “English”, “Russian” and
“Ukrainian”.

Compression of transmitted data: No compression, Zlib, BZip2.
Recommended value — Zlib. Support for BZip2 compression may be removed
in future versions.

Add or edit connection profile

Press "Add" or "Edit" buttons in BridgeConfig main window.

13
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Edit Trading System

Trading System  Security Advanced Service

System ID: |EQ_TE5T_INEI’ |

Description: |Ter:rc13uﬁ G OHAOBLIA PEIHOK Yepes MHTepHeT |

PFustang Settings

Broadcast addresses:
91.208.232.101 |

Server: |INET_GATEWAY |

Service: 18011/18012 |

Preferred broadcast |
address:

Cancel

Pic. 4 CREATE NEW CONNECTION PROFILE

"Add Trading System" window is divided into four tabs: "Trading System", "Security", "Advanced" and
"Service".

Main interface elements of "Add/Edit Trading System" window:

Element Description
Trading System
System ID Server ID (connection profile ID), for example EQ_TEST. This ID is defined by
user at connection time in order to verify the connection to the needed server.
Description Arbitrary server description. For example: "TEST Equities & Bonds market".

Broadcast addresses

Server

Service

Preferred broadcast
address

Authorize connections

List of trading/clearing server broadcast addresses. If not specified, the value
from TSMR.INI will be used.

Trading/clearing system server identifier.
Trading/clearing system TCP and UDP services. Either an alias registered in the

system services file can be specified here or direct port numbers, such as
18011/18012.

Preferred broadcast address.

Security

"Validata" profile name, which is used by the server for digital signature

14



with Validata profile

Configure Validata

Reject clients without
digital signature

Secure connections
with OpenSSL

Reject unsecured
connections

Restrict user access to
the Bridge

Allowed IP-addresses

Banned Users

Mustang connect
timeout

Mustang timeout

Mustang buffer size

Allow users to override
Mustang buffer size

Compress Mustang
traffic to/from Trading
System

Connect from specified
network interfaces in

ASTS Bridge | User Guide

validation and traffic encryption (in case of specified “Validata” version
supports the function), e.g. "Default profile". If digital signature is not required,
this parameter should not be specified.

Display a window to choose using of local cryptography or configure group of
crypto servers for traffic encryption and digital signing of transactions.

Do not accept clients without digital signature.

Enable support of channel encryption with TLS protocol. If encryption is not
required, this parameter should be disabled.

Do not accept clients not using channel encryption.

If this option is enabled — only specified users are allowed to connect, if
disabled — all users are allowed to connect.

— Only specified users allowed to connect — in this case, a full
list of firms and their users with IP addresses who are allowed
to connect should be defined (“Define User List and IPs” button
or <CryptoNames> container in XML configuration file).

— Only Technical Center Members allowed — in this case, only
members of specific Technical center are allowed to connect
(list of users are configured by administrators of TS). To use
this option, ID and password of firm-Technical center should be
defined.

Range of allowed IP addresses can be defined for any client. Clients, for whom
the range of IP addresses is not specified, are allowed to connect from any IP.

Edit banned user list.

Advanced

Timeout for UDP reply from the trading/clearing system during the connection
sequence, in seconds. If set to 0 (zero) then the default value will be used (30
seconds).

Timeout of the Mustang connection in seconds. If set to 0 then the default
value will be used (30 seconds).

Mustang buffer size in bytes. If set to 0 (zero) then default value will be used
(60000).

Allow users to choose Mustang buffer size, by specifying values from 10000 to
60000 in PACKETSIZE parameter when calling MTEConnect.

If this option is enabled Mustang traffic between trading system and Bridge will
be compressed. No compression is used if disabled.

List of IP addresses of network interfaces that are allowed to connect to

15
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the following order trading systems. The order of IP addresses in the list defines the priority.

Do not use network If this option is enabled, search for trading/clearing system gateways will be

interfaces other than performed only from network interfaces specified in the previous option.

listed above . ) ) )
If disabled — all network interfaces will be involved.

Turn on internal Level of TSMR.DLL internal logging. If this option is disabled no logging will be
Mustang logging used. If enabled, then_Logging level parameter defines logging depth.
Transport library Transport library name (TSMR or Mustang). If Default is specified, client can

choose the library when connecting (TSMR by default).

Direct connect Do not use servers UDP discovering, connect directly to Broadcast addresses
via TCP. Enable this option in extreme cases only, if you can't configure UDP-
broadcasting on the network.

Service

Log requests executed Maximum time for trading system to process the requests, in ms. On timeout
longer than ... the warning will be given.

Check trading system  Time after which the trading system is supposed to be accessible. If the system
availability at: is not accessible, then the notification will be sent to the administrator. 0:00:00
— do not send any notifications.

Turn on Mustang
logging for the
following users

A comma-separated list of user identifiers.

Note: Connection parameters values for different markets are given in Appendix 2.

16
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XML configuration file structure

<Element> Tag / Attribute Description

Root element.

ASTS Bridge general settings.

Name or number of the TCP service of the server. For example
"15005".

Maximum idle time (in seconds), after which the client will be forcibly
disconnected. Clients, who do not query the server for a long time, are
considered to be "hanged up". It’s recommended not to set this
parameter to less than 60 seconds.

Time of automatic server shutdown. On specified time, ASTS Bridge will
automatically stop and all connected clients will receive an appropriate
message. If not specified, the server will work non-stop.

Language for error messages. Possible values are: “English”, “Russian”.

The minimum version of MTESRL.DLL, which is permitted to connect to
the server. Default value is "6.71".

Compression of transmitted data:
"0" — No compression;
"1" — Zlib — default and recommended value;

"2" — BZip2.

Values: "0" or "1". Forbids or allows sending a LOGOFF transaction for
idle clients. If not specified, ASTS Bridge will send the transaction by
default.

ASTS Bridge logging settings.

Full path to ASTS Bridge working directory, which will be used for log files
and TS interface caching. If value is not specified installation directory will
be used.

Number of days to keep log files on the server hard drive. If set to 0, the
log will never be removed.

Values: "0" or "1". Forbids or allows collecting and storing statistics of user
activity. In case of high client applications activity, statistic data may
require a large amount of memory and it is recommended to disable this
function.

ASTS Bridge monitoring settings.

The name or number of the service, on which http-agent for server
monitoring is running. Monitoring is available using a web-browser at:
http://{server _address}:{service}.

If this parameter is set, the http-agent checks the Host header in the HTTP-

17
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request to match the specified value (protects against Anti-DNS Pinning
attack).

Interval to collect statistics on client connections. For each client the
following data is collected: bytes received and sent, number of requests,
average time of request processing by the Trading System, packet delays.

Number of days before Validata key expiration when system administrator
will be informed about this. This parameter is valid only when
cryptography is enabled.

The lowest free drive space (in MB) when the notification on the low disk
space is sent to the system administrator.

Mail server IP or name (SMTP) to send diagnostic e-mail notifications to
the administrators.

E-mail address for the FROM field of diagnostic notifications.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on the server startup & shutdown and other system
messages. Empty value means not to send any such messages.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on client connection problems. Empty value means not to
send any such messages.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on the client’s network problems. Empty value means not
to send any such messages.

Condition for sending a network problem notification — number of failures
during the specified time interval (minutes); for example:
<NetworkErrorEvent>3,2</NetworkErrorEvent>.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on the slow connection to the ASTS trading system or its
absence. Empty value means not to send any such messages.

Condition for sending a slow connection notification — number of times
the value of MaxProcessingTime was exceeded during the specified time
interval (minutes); for example: <SlowTsmrEvent>5,5</SlowTsmrEvent>.

Trading/clearing systems connection settings.

Bridge connection profile ID for example EQ_TEST. This ID is defined by
user at connection time in order to verify the connection to the needed
server.

For example: "Equities & Bonds Market".

Connection parameters.

List of trading/clearing server broadcast addresses. If not specified, the
value from TSMR.INI will be used.

Trading/clearing system server name.

Trading/clearing system TCP and UDP services name or port numbers.

18
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Preferred broadcast address.

Maximum time for trading system to process the requests, in ms. On
timeout the warning will be given.

Timeout for UDP-reply from the Trading System during the connection
sequence (seconds). If set to 0 (zero) then the default value will be used
(30 seconds).

Timeout of the Mustang connection (seconds) in range [1... 300] If set to 0
then the default value will be used (30 seconds).

Mustang buffer size in bytes. If set to 0 (zero) then default value will be
used (60000).

"0" — allow users to choose Mustang buffer size, by specifying values
from 10000 to 60000 in PACKETSIZE parameter, when calling
MTEConnect;

"1" — user buffer size settings are ignored. Mustang buffer size, defined
in BufSize parameter, is used. This is the default value.

Time after which the trading system is supposed to be accessible. If the
system is not accessible then the notification will be sent to the
administrator. 0:00:00 — do not send any notifications.

Enable logging for the following users. Comma-separated list of user
identifiers.

Enable or disable internal Mustang compression:
"0" — compression disabled;
"1" — compression enabled.

Comma-separated list of IP addresses of network interfaces that are
allowed to connect to trading systems. The order of IP addresses in the
list defines the priority.

If this option is enabled, search for trading system gateways will be
performed only from network interfaces specified in the previous option.

If disabled — all network interfaces will be involved.:
"0" — all network interfaces will try to connect to the trading system;

"1" — search for trading system gateways will be performed only from
network interfaces specified in IpSrcOrder parameter.

Level of Mustang internal logging:

"0" — logging disabled;

"1".."30" — logging enabled with specified level of depth.
Transport library name:

"TSMR" — use tsmr.dll for all connections;

"Mustang" — use mustang.dll for all connections.

Value not specified — client can choose the library when connecting,
TSMR by default.

Enable or disable Trading System server UDP discovering:
"0" — use UDP discovering (recommended);

"1" — do not UDP discovering.
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Allowed IP addresses.

Firms

Firm identifier in the trading system.

Range of allowed IP addresses for the firm.

Users

User identifier in the trading system.

Range of allowed IP addresses for the user.

Security settings.

"Validata" profile name, which is used by the server for traffic encryption
(in case of “Validata” version supports the function) and digital signature

validation, e.g. "Default profile". If digital signature is not required, this

parameter should not be specified.

Group of “Validata” crypto servers’ settings.

Settings of “Validata” crypto server that is used for traffic encryption and

digital signature validation.

Crypto server IP-address.
Alias of crypto server session.

Password of crypto server session.

"0" — digital signature is not required;
"1" — digital signature is required.

0 — all clients are allowed;

1 — alimited list of clients is allowed (can be configured with
BridgeConfig - “Define User List and IPs” button or <CryptoNames>
container in XML configuration file).

TLS 1.2 channel encryption support:
"0" — channel encryption is not supported;
"1" — channel encryption is supported.

A path to a private key in PEM format

A path to a certificate in PEM format.
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"0" — channel encryption is not required;
"1" — channel encryption is required.

Allowed users. Is valid when OnlyKnownUsers = 1.

d=".
. ow Firm identifier in the trading system.
Name="..">

Ld="t User identifier in the trading system and the name of certificate holder in

CryptoName="..."/> X.509 format: «CN=User,0=Company name,DC=pki,DC=micex,DC=ru».

Banned user list.
Lld=" Banned user identifier in the trading system. “Reason” attribute is
Reason=".."/> mandatory and can’t be empty, otherwise the ban will have no effect.

Note: INI configuration file structure is given in Appendix 1

Running ASTS Bridge as Windows service

To run ASTS Bridge as Windows Service it must be registered in the system with the following command:

ASTSBridge.exe /install [/name "{service_name}"] [/account
"{account_name}"] [/password "{account_password}"] [/config "{config_file}"]
[/silent]

where:

service name If not specified, "ASTSBridge" will be used by default. The service name must begin
- with a letter or an underscore character, followed by alphabetic characters, digits
or underscore characters. In case of specifying an invalid value, the message
"Invalid service name specified" will be given".

account name  The name of the system account under which the service should run in the form
- "DomainName\UserName". If the account belongs to the built-in domain, you can
specify ".\UserName". To use the LocalService account specify "NT
AUTHORITY\LocalService" (default). You can specify the following values:
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Value Account

\UserName Local computer account
Domain\UserName Domain account

NT AUTHORITY\LocalService Predefined local account that has minimum

privileges (used by default)

NT AUTHORITY\NetworkService Predefined local account that has minimum
privileges and acts as the computer on the
network

NT AUTHORITY\System Predefined local account that has administrative
privileges (not recommended)

Note: you can change account after the service installation in the "Services"
applet of the Windows Control Panel.

password The password for the account name specified by the /account parameter. For "NT
AUTHORITY\*" accounts no password is required.

config_file Full path to configuration file. If not specified, ASTSBridge.xml (or ASTSBridge.ini)
from the installation directory will be used by default.

silent Do not display success message after service (un)registration Error messages are
always displayed.

Registration as a Service must be performed by a user with administrative privileges.

Run the bridge service under an account with the Place the executable files of the bridge into
minimum possible privileges. You should not use the a write-protected folder, for example into
"system account" with administrative privileges. "C:\Program Files\ASTSBridge\".

In case of successful ASTS Bridge registration as a service, an appropriate message will be given. Installed
service will appear in "Services" MMC:

Mrar Onncanne Coctosanwe  Tun zanycka Bxog oT umenn

% Intel(R) Matrix Storage E... PaBotaer ApTomatrue.. [flokaneHas cuc..
S KtmBRm gna kooparHato..  KoopaWHWpyeT TRaHIaKLMK ME... Bpyunyr CeTesan cnyxba
Mastsmuege tesT . Bpyeyo  Jommescc.
o ASTSBridge_WAR Bpyunyo NokaneHas cuc..
Lo Microsoft MET Framewo... Microsoft MET Framework NG... OTentodeHa NokaneHas cuc...

Pic. 5 ASTSBRIDGE AS WINDOWS SERVICE

Multiple services can be registered in the system by assigning them different names and specifying
different configuration files. It's important to specify different numbers of listen-ports and working
directories in configuration files.
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When ASTS Bridge operates as a service, AutoStopTime parameter in configuration file is ignored, so
Bridge can’t be stopped on a schedule. Bridge in the service mode can be monitored with its usual
method: using a web-browser. To configure ASTS Bridge in a service mode BridgeConfig utility can be
used, along with specifying configuration file name in a command line. For changes to take effect the
service should be restarted.

BridgeConfig.exe {config file}

When Bridge is started by an operating system, following parameters are used:

ASTSBridge.exe /service [/name "{service name}"] [/config "{config file}"]

To uninstall the service, execute:

ASTSBridge.exe /uninstall [/name {service name}]

Monitoring

ASTS Bridge server supports monitoring from a web browser. The default monitoring port is 8085. Server
status, logs, connected clients can be viewed at: http://{server_address}:8085. Direct link is available in
ASTS Bridge main window.

Server operation protocols and client transaction logs are stored in a Logs subdirectory of the server
working directory.

Set a non-empty value for the HostName parameter to eliminate the possibility of an Anti DNS
Pinning attack.

Monitoring Web interface

The main monitoring page displays brief connection information (see ASTSBridge user interface) and
provides links to pages with more details on current settings, transactions, server log and connected
clients.
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- TEST_SERVERS ASTSBridge b +

&« C @ localhost:3085 0% - O W N @ =

ASTSBridge on localhost: 15005 - 06.08.18 13:53:14

pisl
TEST_SERVERS

HName
TecToBbIE CHCTEMEI

ASTS
5 systems configured
EQ_TEST_INET: INET GATEWAY:18011/18012
CUR_TEST_INET: INETCUR GATEWAY:18111/18113
‘CUR_TEST_INETRISK: INETCUR RISKGATEWAY:28111/38113

EQ_TEST_UAT: UAT GATEWAY:16411/16412
CUR_TEST_UAT: UATCUR GATEWAY:21411/31413

Version
4.3.4.1157 x64

PKI Certificate
Cryptography OFF!
ASTS Online

1/ 5online
Cnline: Unknown

EQ TEST_INET: Yes
CUR_TEST_INET: Unknown
‘CUR_TEST_INETRISK: Unknown
EQ _TEST_UAT: Unknown
CUR_TEST_UAT: Unknown

# of Clients

18 View sessions

Connects: 1

Max connects: today 1, total 1
View Server Log

Last 10K Last 100K All

View Transaction Dumps
Last 10K Last 100K All

View Mustang Logs
Mustang log file list

Running time: 2 hour(s) 42 minute(s)

Memory used: 4 592,3 KB

Today: # of requests 8 956; read 175,6 KB; sent 4,2 MB
Total: # of requests 8 956; read 175,56 KB; sent 4,2 MB

Pic. 6 ASTS BRIDGE MONITORING MAIN PAGE

Connection profiles

If several connection profiles are set up, click a corresponding profile ID in the ASTS list to go to the
profile specific page.

24



ASTS Bridge | User Guide

- EC_TEST_INET AST5EBridge x

&« Z @ @ localhc 90% e @ P » =

ASTSBridge on localhost18:15005 - 06.08.18 16:02:59 Root

m
EQ_TEST_INET

Name
TecToBkIi HOHADELIA PEIHOK Yepes MHTepHET

ASTS
INET_GATEWAY: 13011/18012

Version
4,3.4,1157 x64

PKI Certificate
Cryptography OFF!

ASTS Online
Yes
# of Clients
1/ 8 View sessions

View Server Log
Last 10K Last 100K All

View Transaction Dumps
Last 10K Last 100K All

View Mustang Logs
Mustang log file list
ASTSBridge settings

Allowed user list (all users are allowed, digital signature is not required)

Pic. 7 CONNECTION PROFILE PAGE

Connected clients

Click "View sessions" link on the main monitoring page to open page with details on client connections.

- TEST_SERVERS ASTSEridge x e

&« ¢ @ localhost:3085/clients 0% e @ 1Y i o =

Connected sessions (1) - 06.08.18 14:03:33 Home

IP addreszes " Al | mm Request count 5 min avg.
) ogge orl ) .
[ dient ASTS server Userld Firm name an time wversion S total transactions exeime, mpf:e’ time
0x3088 127.0.0.191.208.232.101 EQ TEST INET,MU1234500005 MC1234500000 i Logon 2:39:56 v6.83 IFCBroker30 9 575 0 6959 4856 14:03:33MT|
All today sessions (1) - 06.08.18
Request count Traffic from dient Traffic to dient
) . Work . )
Userld Firm name  Online Sessions Last time  Last IP ) M network, uncompressed, Mustang, network, uncompressed, N
bytes bytes bytes bytes bytes
EQ TEST IMET,MU1234500005MC1234500000 Yes 2:39:55 1 14:03:33 127.0.0.19 565 [u] 191615 345 279 (=130 a3 41s 4 382 431 41 557 302 (k=253
Total: 9 565 i} 191615 340279 808 415 4382431 41557302 5

Pic. 8 CONNECTED CLIENTS MONITORING PAGE

Click "Home" button to return to the main monitoring page.
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Connected client list

This table lists currently connected clients. The number in brackets is the total number of active
connections, followed by the date and time when the table has been refreshed.

Column Description

Threadld Unique connection ID.

IP addresses IP address of the client and of the ASTS trading/clearing server.

Userld Client User ID in the ASTS trading/clearing system. Click this ID to show user
transaction log (see below).

Firm name Client firm name.

Logged on The client has connected to the trading/clearing system:
& — the client uses encryption;
%1 — the client has established a non-secured connection.

Work time Client work time in the trading/clearing system in the current session (i.e. since
the last login).

DLL version Version of the client access protocol.

Interface ID of the interface to the trading/clearing system.

Request count

N min avg.

Last request

Feedback Info

Number of requests: total number of requests and number of transactions.

Average time for processing requests for the last N minutes.

N is a value of StatsInterval parameter from the ASTS Bridge configuration;
exectime — time to execute in ms;

triptime — packet trip time in ms.

Click the exectime value to view client transaction log (see Client transaction log).

Information about the last request: time of the request, its body and execution
time in ms.

Additional information, defined by the client in Feedback field.

Click an underlined column title to sort the table by the corresponding parameter.

All today clients

This table lists all the today’s client connections. The number in brackets is the total number of
connections for the current day, followed by the date and time when the table has been refreshed.

Column Description
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Column Description

UserlD Client User ID in the trading/clearing system. Click this ID to view client
transaction log (see Client's transaction log)

Firm name Client firm name.

Online Shows whether the client is currently connected to the trading/clearing system or
not. & indicates that client has been disconnected because of some error.

Work time Total client work time in the trading/clearing system.

Sessions Number of connection sessions during this day.

Last time Last time the client was seen in the trading/clearing system.

Last IP IP address, from which the client connected to the system last time.
Request count Number of requests: total number of requests and number of transactions.
Traffic from client Statistics for traffic from the client to the server, in bytes:

— real amount of transferred data (network);

— amount of uncompressed data (uncompressed), compression ratio is
indicated in brackets;

— amount of data, transferred to TS via Mustang protocol.

Traffic to client Statistics for traffic from the server to the client, in bytes:
— real amount of transferred data (network);
— amount of uncompressed data, compression ratio is indicated in brackets;

— amount of data, transferred from TS via Mustang protocol.

Client transaction log

Click the UserlID in the clients table to show the client transactions and requests log.

- EQ_TEST_INET ASTSEridge x g

&« G @ @ localhost:8085/EQ_TEST_INET/clients? 0% - @ 1 In O =

MU1234500005 (firm: MC1234500000) user log for 06.08.18 14:09:07 View sessions Home Table stats

Show: All Log only Stats only

Start Event ErE e, T Message Source
time + us b
11:23:50 [ 12250789 0x3088 Too big table opened: 40739238 bytes (args="", complete=1) EQ_TEST_IMET.MTOpenTable(SECURITIES)

Client LOGOM: version=6.83, firm=MC12 34500000,

ip=127.0.0.1->91. 208,232, 101: 18011/13012, bufsize =50000, ZLIE stream

Attempt to LOGON, ip: 127.0.0. 1, args: YVERSION=500080053; HOST =localhost; 15005;
SERVER =EQ_TEST_INET; USERID=MU12 34500005; PASSWORD ===*=,
INTERFACE=IFCEroker 30; FEEDBACK ={contact_info}; LOGGING =4, 1; EALE I ST IEEET
Language=Russian; CONNECTID={21138229-8731-4448-B608-E 145A8FC07C2}

11:2%:37 (@ 2854120 0x3088 EQ_TEST_IMET.MTLogon

1m:2334 B Ox3088

Pic. 9 User LOG
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The page title shows: User ID in the trading/clearing system, ID of the user firm (in brackets), date and
time when the table has been refreshed, followed by the links to the clients table (View sessions), main
monitoring page (Home) statistics per loaded table (Table stats).

Click the All, Log only or Stats only to switch between different levels of details in the following table.

Column Description
Start time Time of transaction or event start.
End time Time of event end.
Event Event type:

¥ connection statistics;
[ warning;
@ successful transaction execution;

H important event;

g error.
Requests Total number of requests.
Exec time, us. Time of request execution in microseconds.

Avg. trip time, us Average packet trip time in microseconds.

Read, bytes Size of data received by the client in bytes.

Sent, bytes Size of data sent by the client in bytes.

Thread ID Unique ID of this client connection.

Message Description of a transaction and the list of arguments that were passed to the
server.

Source Name of the function which invoked the transaction.

Click the Start time column header to sort the table either in ascending or descending order.

Statistics

To view statistics on tables, opened by the client, click the traffic to the client value in the client table or
the table stats link in the client transaction log:
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- EQ_TEST_INET ASTSBridge b 1+

&« & o @ localhost:8085/EQ_TEST INET/tables? 0% s @ % N @O =

MU1234500005 (firm: MC1234500000) table statistics for 06.08.18 14:54:12 View sessions Home Client
log

Received from dient Sent to dient
Table name + Requests ASTSBridge Mustang e ASTSBridge Mustang
Totsl Opentsble  Bytes  %oftotal  Byles  %oftotal o Bytes % of total Bytes % of total
BOARDS 12582 2 251814 99,65 4783475 99,08 2 12 168 0,03 19032 0,04
FIRMS 1 i [ 0,00 28 0,01 1 130 737 0,32 193011 0,38
SECURITIES 1 1 19 0,01 36 0,01 1 40 739 185 99,65 50 349 855 99,58
TESYSTIME & 1 40 0,02 112 0,02 4 132 0,00 29 0,00
USERS 29 2 322 0,33 1352 0,28 2 1744 0,00 2526 0,00
Total: 5 table(s) 252701 430 004 40 883 966 50 564 720

Pic. 10 CLIENTS OPERATION STATISTICS

The page title shows: User ID, firm ID (in brackets), date and time when the table was refreshed;
followed by the links to the clients table (View_sessions), main monitoring page (Home) and client
transaction log (Client log). The bottom row displays summary of data transmitted over the network.

Column Description
Table name Name of the table in trading/clearing system.
Received from client Data received from the client:
Requests Total number of requests; number of requests to open the table;
ASTSBridge Size of data transferred from the client to ASTS Bridge server in bytes

and in % of the total;

Mustang Size of data transferred via Mustang protocol to the trading system in
bytes and in % of the total.

Sent to client Data received by the client:
Replies A number of replies to client’s requests;
ASTSBridge Size of data transferred from the ASTS Bridge server to the client in

bytes and in % of the total;

Mustang Size of data, transferred via Mustang protocol from the trading system
in bytes and in % of the total.

Click an underlined column title to sort the table.

Server log

To view the server log, click one of the links under the View Server Log title on the main monitoring
page: Last 10K — to view the last 10 Kbytes of the log; Last 100K — to view the last 100 Kbytes of the log;
All —to open the whole log.
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The server log is opened as plain text which shows the event time, connection ID, ID of the event source,
event type, description, name of function which caused the event:

[10:42:41 thrd:0x0988 id:<server> evn] New connection accepted
(ip=127.0.0.1, threadid=0x0CA0) {serv.AuthorizeClient}

If Mustang logging is enabled in connection profile settings then use the Mustang log file list link to view
the available log files.

Transaction dump

To view the binary transaction dump click one of the links under the View Transaction Dumps title on
the main monitoring page: Last 10K — to view the last 10 Kbytes of the transaction log; Last 100K — to
view the last 100 Kbytes of the transaction log; All — to view the whole transaction log. The log opens as
plain text.

————— BEGIN TRANSACTION —-----

User 1ID: EQ_TEST_INET,MU1234500005
Exec time: 06.08.18 11:23:37.415152
Recv time: 06.08.18 11:23:34.483130
Client time: 06.08.18 11:23:34.483000
Command: MT LOGON

Transaction: "LOGON"

Arguments:

"VERSION=$OOO60053..HOST=localhost:15005..SERVER=EQ_TEST_INET
. .USERID=MU1234500005..PASSWORD=****_ _INTERFACE=IFCBroker30..FEEDBACK
={contact info}..LOGGING=4,1..Language=English..CONNECTID={2113B229-
8731-444B-BB08-E145A8FCO7C2}"
ASTS OK (2854120 us): "(206) Logon OK (firm:
MC1234500000) .UT=3; FI=MC1234500000; FT=1;LN=R;ST=112337413169;"
————— END TRANSACTION -----

Field Description

ID of the user, who performs the transaction.

User ID

Exec time Time when the transaction or request has been executed. Stamped by the ASTS
Bridge at the moment of receiving a reply from trading system.

Recv time Time when the request to perform a transaction has been received from client.

Client time Time when client has sent a request to ASTS Bridge, according to his local machine
time.
Function which submitted the transaction or request.

Command

Transaction Name of the transaction or request.

Arguments Arguments that were sent to the trading system.
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Field Description

HEX Dump Hexadecimal dump of the transmitted packet.

Current ASTS Bridge settings

Click the ASTSBridge settings link, to view the current server configuration (see Settings).

- EC_TEST_IMET ASTSEBridge X Iy

&« & @ @ localhost:8085/EQ_TEST_INET/settings 90% = @ o N

ASTSBridge settings - 06.08.18 16:05:12 Home

View as text
Parameter Value Description
[Server]
1d EQ TEST INET Identifier of the server, e.q. EQ_TEST. The dient must specify this identifier to make sure it connects to
the correct server

Name TecTossii GonAosi paHOK Full name of the server, e.g. "Stock market”™

uepes MHTepHeT
Service 15005 Mame or number of TCP service the server listens on, e.q. "eq_teap” or "15006" W

Pic. 11 ASTS BRIDGE CONFIGURATION PARAMETERS

The page title shows the date and time when the page has been refreshed, followed by the link to return
to the main monitoring page (Home). Click the View as text link to open the configuration file in plain
text.

Allowed users

Click Allowed user list link in the main window, to load a form with a list of clients, which are allowed to
connect to the trading system

The list is grouped by firms and contains user IDs and titles of their digital certificates. Click user ID to
load User Transaction Log. The page title shows the date and time when page was refreshed followed by
the link to return to the main monitoring page (Home). Allowed users list can be configured using
BridgeConfig.exe configuration utility.
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SAMPLE CLIENT APPLICATION: TE CLIENT

ASTS Bridge distribution package includes TE Client — demo client application, useful as an example of
Bridge features and for testing purposes

TE Client user interface

Session Action  View Window Help

% T -
Connect Disconnect Execute 1 second

B USER_CLIENT ~ = MU12345 t r brok 5, v.30]
B USER_TRDACT ACCOUNT:
[E USTRADES SECBOA.. SECCODE SECNAME REMARKS SHORTNA.. STAIUS|
B U_BOARD_BLACK_LI EQRP ¥S0638572973  SB CAPITAL 5.4, 5.717 16/06/21 56-21 @ Buy O)sell
B U_BOARD_WHITE_L ECRP ¥50643183220  VimpelCom Holdings 7.5043 01/0 vIp-22
[E U_HOLD_LIMITS ECRP ¥S0T08613810  GAZ CAPITAL 5.4, 5,999 23/01/2 GAZ21 SK’I‘LE':'L'; e
-[El U_ORDER_LIMITS ECRP ¥50743596040  SB CAPITAL 5.A, 6,125 07/02/22 SB-22 B ® Limit
B U _POSH_LIMITS EQRP ¥50764220017  RZD CAPITAL PLCS.T 05/04/ RZD-22
[E U_SECUNIQ_BLACK_ ECRP ¥S0764253455 RZD Capital PLC 8.3 02/04/ RZD-19 RUB SPUTFLAG
B U_SECUNIQ_WHITE, EGRP ¥S0767472458  TOBO3 PO 12340060V (£5) BUs.22 (®) Price split allowed (0 One price only
% ﬂigg&ﬁﬁ:{"i EQRP X50767473852  TOBO3 PO 12840061V (X5) RUS 42 IMMCANCEL :

o Tansaens ECRP ¥SOTTE121062  OFCB Capital PLC 10 26/04/19 OFCB-19 (® Append to the orderbook () Withdraw unmatched remait
. AUCTION_MKT_ORE ECRP ¥50779213460  GPB Eurobond Finance PLC 7.25 GPB-19 O Immediately or cancel
-~ Eﬂ_REPd_NEgDEA ECQRP ¥50733242877  Sistema International Funding Sistema-19 PRICEYIELDENTERTYPE
- CAMCEL_TRADE EGRP X50783934325  Steel Funding NLMK-19 (®) “Conventional” price () Weighted-average price as p
& CCP_REPO_ COMPLE ECRP ¥50799357354  SB CAPITAL 5.4, 5,18 28/06/19 SB-19.2 ) Vield as price
- CCP_REPO_NEGDEA ECRP ¥50800817073  Veb Finance plc 6,025 05/07/22 VEB-22 MMORDER: Defoat =
- CCP_REPD_ORDER ECRP ¥S08055T0354  GAZ CAPITAL SA 4.95 19/07/22 GAZ222 g
du CHANGE_LANGUAG ACTIVATIONTYPE
. CHANGE_PASSWOR S - 14714 - MU12345 nte s, v.30] () Regular arder (O Order to Close Auction

44 CODMODE SWITCH (@ Order with activation time
% COMPLEX CASHTRA TRADENO ~ ORDERNO TRADETIME BUYSELL BROKERREF USERID 2
- COMPLEX_NEGDEAL 4018997802 17085037.. 100321 § M
-4 COMPLEX_REPORT 4019112568 17085636.. 161951 § M| SECCODE:
. COMPLEX_TRANSFE 4019112569 17085636..  1&1%:51 B M priceE:
~d CONFIRM_REPORT 4019132176 17 065 676 .., 16:57:53 B M
~d EXT_REPO_COMPLE 4019132177 1T085676.. 165753 S | CUANTITY:
A EXT_REPO_NEGDEAI 4019133635 17085678.. 170206 B MC1234500.. M| HIDDEN: C
- EXT_REPO_QUOTE 4019133636 17065678,  17:0206 S MC1234500... M, ‘ ]
: ”N":é;‘éiffswn 4019133637 17065678., 170206 B MC1234500,, M| DHOVERRER
oot 4019138450 17065686, 170801 S M| ORDERVALUE ]
& ORDER AMEND 4019138451 17085686.. 170801 B M brrer: ]
e QUOTE 4019141028 17085691.. 170842 B M = =
v REPORT 4019141020 17065601, 170842 S M| ACTIVATIONTIME: Ol ie:22:57 £
e SET BANKACC_FCLI 4019142973 17065695..  1T:1623 S M| CLENTCODE:
v SET_BANKACC_FULL > 4019142974 1T065695.. 17623 5 M|
: SET_HOLD_FCLIMITZ [ "Raw values
SET_LIMIT2

- SET_RM_PRICERANC
-4 SET_TRDACC_FULLC ¥ < > ‘

< >

Enter order -> 3319/ 8877 (113 pks) <- 7252589 / 65247010 (116 pis) 127.00.1 pall ]

Pic. 12 TE CLIENT USER INTERFACE

Main interface elements:

Element Description

Application title contains current Bridge server name and service number or
Title user identifier in the trading system (depends on connection scheme) and
name and type of currently used interface.

Main menu Main menu contains basic application commands.
Toolbar Toolbar contains a shortcut buttons to call major functions of main menu.

Several parallel connections can be established using different user IDs. The

Connections list drop-down list allows switching between connections.
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Element Description

Information objects tree contains enumerated types, tables and transactions
available to the user. Double-click a table to open it. Double-click a transaction
name to open a dialog window.

Information objects
tree

Status bar Status bar displays the service information: table opening time, amount of
transferred data, bridge server IP address, data compression indicator, field
values of tables and transactions selected in information objects tree.

Connecting to bridge server

Use Connect command in Session menu or button on a toolbar to connect to one of the interfaces of the
bridge server

Connect to ASTS

< Mew profile = A ASTS5Bridge

Connection settings:

HOST=localhost:15005

SEEVER=EQ TEST INET

TUSERID=MU1234500005

PA_SSH{)RD:A L

INTERFACE=IFCEroker30

FEEDBACE=call admin - 363-3232 S
LOGGING=4, 1 i MPT?EI.;L.DLL
LANGUAGE=English version needed
#BOARDS={brdl,brd2,brd3, ...}

#PROFILENAME={validata profile name} Local
#TIMECUT={read timeout_ms}

#RETRIES={ reconnect retry count}

#CONNECTTIME={ max (rejconnect time ms}

Pic. 13 CONNECTION TO ASTS BRIDGE

Choose one of previously used configurations from a drop-down list at the top of the window, if they
exist.

If connecting first time, or in order to create a new configuration, click "ASTSBridge" button on the right
side of the window to load a template of connection parameters. It's necessary to fill all parameters in
the template according to values, specified when configuring ASTS Bridge server.

Parameters are described in "MTESr| APl Guide — ENG.pdf".
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Parameter

Name
Service

DisconnectlfldleFor

ProfileName

MinSupportedClientVer

AutoStopTime

Broadcast

PrefBroadcast

BufSize

Server
Service

ConnectTimeout

ASTS Bridge | User Guide

Description

[Server]

Server ID, for example EQ_TEST. This ID is defined by user at connection time
in order to verify the connection to the needed server.

Full server name. For example "TEST Equities & Bonds market".
Name or number of the TCP service of the server. For example "15005".

Maximum idle time (in seconds), after which the client will be forcibly
disconnected. Clients, who do not query the server for a long time, are
considered to be "hanged up".

It's recommended not to set this parameter to less than 60 seconds.

"Validata" profile name, which is used by the server for traffic encryption
and digital signature validation, e.g. "Default profile". If encryption and
digital signature is not required, this parameter should not be specified.

The minimum version of MTESRL.DLL, which is permitted to connect to the
server. If not specified, version 6.71 is used by default.

Time of automatic server shutdown. On specified time, ASTSBridge will
automatically stop and all connected clients will receive an appropriate
message. If not specified, the server will work non-stop.

[TSMR]

List of Trading Server broadcast addresses. If not specified, the value from
TSMR.INI will be used.

Preferred broadcast.

Mustang buffer size in bytes. If set to 0 (zero) then default value will be
used. For better performance it is recommended to set this parameter to
60000.

Trading System server name.

Trading System TCP and UDP services name.

Timeout for UDP-reply from the Trading System during the connection, in
seconds. If set to 0 (zero) then the default value will be used (3 seconds).
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Timeout

SignRequired

OnlyKnownUsers

MaxProcessingTime

TEUpTime

IgnoreUserBufSize

Compression

IpSrcOrder

RestrictList

LoglLevel

Service

HostName

StatsInterval

ASTS Bridge | User Guide

Timeout of the Mustang connection in seconds in range [1...300]. If set to O
then the default value will be used (30 seconds).

0 — transactions digital signature is not required,
1 — transactions digital signature is required.

0 — all clients are allowed,
1 — a limited list of clients is allowed
(can be configured with BridgeConfig.exe).

Maximum time for Trading System to process the requests in ms. On
timeout, the warning will be given.

Time, after which the Trading System is supposed to be accessible. If the
system is not accessible, then the notification will be sent to the
administrator. 0:00:00 — do not send any notifications.

0 — allow users to choose Mustang buffer size, by specifying values from
10000 to 60000 in PACKETSIZE parameter, when calling MTEConnect,

1 — users' buffer size settings are ignored. Mustang buffer size, defined in
BufSize parameter, is used. This is a default value.

Enable or disable internal Mustang compression:
0 — compression disabled,
1 — compression enabled.

Comma-separated list of IP addresses of network interfaces that are allowed
to connect to Trading Systems. The order of IP addresses in the list defines
the priority.

If this option is enabled, searching for Trading System Gateways will be
performed only from network interfaces specified in the previous option.

If disabled — all network interfaces will be involved.:

0 — all network interfaces will try to connect to the Trading System;

1 —searching for Trading System Gateways will be performed only from
network interfaces specified in IpSrcOrder parameter.

Level of Mustang internal logging:
0 — logging disabled,
1..30 — logging enabled with specified level of detalization.

[Monitoring]

Interval to collect statistics on the client connections. For each client the
following data is collected: bytes received and sent, number of requests,
average time of request processing by the Trading System, packet delays.

If this parameter is set, the http-agent checks the Host header in the HTTP-
request to match the specified value (protects against Anti-DNS Pinning
attack).

Interval to collect statistics on the client connections. For each client the

following data is collected: bytes received and sent, number of requests,
average time of request processing by the Trading System, packet delays.
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MailServer

MailSender

AdminEmails

ConnectErrorEmails

SlowTsmrEmails

SlowTsmrEvent

NetworkErrorEmails

NetworkErrorEvent

LowDiskSpace

KeyExpireDays

KeepLogFiles

SaveUserLogsToFile

WorkingFolder
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Mail server IP or name (SMTP) to send diagnostic e-mail notifications to the
administrators.

E-mail address to put in the FROM field of diagnostic notifications.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on the server startup & shutdown and other system
messages. Empty value means not to send any such messages.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on client connection problems. Empty value means not to
send any such messages.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on the slow connection to the Trading System or its
absence. Empty value means not to send any such messages.

Condition for sending a slow connection notification — number of times the
value of MaxProcessingTime was exceeded during the specified time
interval (minutes); for example: SlowTsmrEvent=5,5.

List of e-mail addresses (comma separated) of recipients who would like to
get notifications on the client’s network problems. Empty value means not
to send any such messages.

Condition for sending a network problem notification — number of failures
during the specified time interval (minutes); for example:
NetworkErrorEvent=3,2.

The lowest free drive space (in MB) when the notification on the low disk
space is sent to the system administrator.

A number of days before Validata key expiration, when system
administrator will be informed about it. This parameter is valid only when
cryptography is enabled.

[Logging]

Number of days to keep log files on the server hard drive. If set to 0, the log
will never be removed.

Values: "0" or "1". Forbids or allows collecting and storing statistics of users
working in files. In case of high client applications activity, statistic data may
require a large amount of memory and it is recommended to disable this
function.

Full path to ASTSBridge working directory, which will be used for storing log-
files and TS interface caching. If value is not specified, or is an empty string,
installation directory will be used.
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APPENDIX 2 — CONNECTION

PARAMETERS
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Adding entries to the services system file

In case of specifying service names in connection settings instead of port numbers, corresponding aliases
should be added to the /Windows/system32/drivers/etc/services file. This step should be performed by

a user with administrative privileges.

An empty line must be added to the end of the services file (after all parameters). Do not forget to

add a line break.

Market Values

Equity & Bonds

Deposits & credits

gateway 8011/tcp
gateway 8012/udp

gko gateway 9011/tcp

gko gateway 9012/udp

FX — trading system

cur_gateway 8111/tcp

cur _gateway 8112/udp

FX — clearing system

cur_ riskgateway 8171/tcp

cur_ riskgateway 8172/udp

Connecting ASTS Bridge to ASTS trading/clearing

system

BROADCAST addresses must be separated by comma, without spaces.

[TSMR]

Market
Server

Equity & Bonds ~ GATEWAY

Deposits & GKO_GATEWAY
credits

FX — trading CUR_GATEWAY
system

FX — clearing CUR_RISKGATEWAY
system

[TSMR]

Broadcast

10.
10.

10.
10.

10.
10.

10.
10.

63.
61.

63.
61.

63.
61.

63.
61.

1
1

.255,10.
.255,10.

.255,10.
.255,10.

.255,10.
.255,10.

.255,10.
.255,10.

63.
61.

63.
61.

63.
61.

63.
61.

.255,
.255

.255,
.255

.255,
.255

.255,
.255

[TSMR]
Service

gateway

gko gateway

cur _gateway

cur_ riskgateway
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To obtain information on connecting to test environment, please contact our technical support
team help@moex.com.
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