Network Connectivity Guide

This document contains network connectivity guide to test FAST udp multicast services over Internet VPN sessions. Production connections are
available only in dedicated networks and do not use VPN.

1.1.Configure a VPN connection with MOEX using Windows XP
To configure a VPN connection, do the following:

1. Make sure you are connected to the Internet;

2. Click Start, and then click Control Panel;
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3. In Control Panel, double click Network Connections: cemest s e nivors, e it 7
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4. Click Create a new connection in the Network Tasks task pad; 2o




New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps you:
* Connect to the Internet.

* Connect to a private network, such as your workplace
network.

To continue, click Next.

Cancel |

5. In the Network Connection Wizard, click Next:




New Connection Wizard

Network Connection Type
What do you want to do?

(" Connect to the Internet
Connect to the Internet so vou can browse the \Web and read email.

(+ Connect to the network at my workplace

Connect to a business network [using dial-up or VPN] so you can work from home,
a field office, or anather location.

(" Set up an advanced connection

Connect directly to anather computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

< Back I Next > I Cancel

6. Click Connect to the network at my workplace and then Next:




New Connection Wizard

Network Connection
How do you want to connect to the network at your workplace?

Create the following connection:

(" Dial-up connection

Connect using a modem and a reqular phone line or an Integrated Services Digital
Network (ISDN) phone line.

+" ¥Mirtual Private Network connection

Connect to the network using a virtual private network [¥PN) connection over the
Internet.

< Back I Next > I Cancel

7. Click Virtual Private Network connection and then Next:

8. Type Company Name (e.g. MOEX VPN Connection), and then click Next:



New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connhection in the following box.

Company Name

MICEX WYPN Connection

For example, vou could type the name of your workplace or the name of a server you
will connect to.

< Back I Next » I Cancel

Click Do not dial the initial connection, and then click Next:



New Connection Wizard

Public Network
Windows can make sure the public network is connected first.

Windows can automatically dial the initial connection to the Internet or other public
network, before establishing the virtual connection.

(* Do not dial the initial connection.:

" Automatically dial this initial connection:

I #]

< Back I Next > I Cancel

10. Type the server address provided by MOEX team, and then click Next:



New Connection Wizard

¥PN Server Selection
What is the name or address of the VPN server?

Type the host name or Interet Protocol (IP] address of the computer to which you are
cohnecting.

Host nhame or IP address (for example, microsoft.com or 157.54.0.1 J:

< Back I Next > I Cancel




11. Click My use only and then Next:

New Connection Wizard

Connection Availability
You can make the new connection available to any user or only to yourself.

A connection that is created for pour use only is saved in your user account and is hot
available unless you are logged on.

Create this connection for:

" Anyone's use

< Back I Next > I Cancel




New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

MICEX YPN Connection

The connection will be saved in the Netwaork
Connections folder.

I iAdd a shortcut to this connection ta my desktop

To create the connection and close this wizard, click Finish.

< Back l Finish I Cancel

12. Click Finish:




Connect MICEX ¥PN Connection [ 2] %] |

User name: ||

Password: I

™ Save this user name and password for the following users:
& Meonly

€ Anyone whao uses this computer

| Connect I Cancel Properties Help ‘

13. Leave User name and Passwod empty, and then click Properties

14. On Security tab, click Advanced (custom settings) and then Settings...:



# MICEX ¥PN Connection Properties (2] %] |

General | Options  Security INetworkingI Advanced |

~ Security options
" Typical [recommended settings)

Yalidate my identity as follows:
| k2|

[T Automatically use my Windows logon hame and
password (and domait ifiany)

™ | Bequite data encryption [disconnest if nore)

Using these settings requires a knowledge Settings |
of security protocols. 2Engs...

IPSec Settings... I

| 0K I Cancel |

15. Choose Optional encryption (connect even if no encryption) data encryption and then click OK:



Advanced Security Settings [ 2 | X |

Data encryption:

tiohal encryption [connect even if ho encryption

~ Logon security
" Use Extensible &uthentication Protacol (E&P)

| ]

Properties

" Allow these protocols
™ Unencrypted password (P4P)
[ Shiva Password &uthentication Protocol (SPAP)
[~ Challenge Handshake Authentication Protocol (CHAP)
[V Microsoft CHAP (MS-CHAR)
[T Allow older MS-CHAP version for Windows 95 servers
IV Microsoft CHAP Version 2 [MS-CHAP v2)

™ For MS-CHAP based protocols, automatically use my
Windows logon name and password [and domain if any)

| oK I Cancel

16. On Networking tab, choose PPTP VPN type of VPN and then click OK:



# MICEX YPN Connection Properties (2] %] |

General | Options | Secuity Networking IAdvancedI

Type of WPN:
[PPTP VPN ~|

This connection uses the following items:

¥ Internet Protocol [TCP/IP)

[J /= File and Printer Sharing for Microsoft Networks
o= (oS Packet Scheduler

= g Client for Microsoft Networks

Install... Uninstall Properties

Description
Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel |

1.2. Configure a VPN connection with MOEX using Windows 7
1. Make sure you are connected to the Internet

2. Open Control Panel—Network and Internet—Network and Share Center and then click Set up a new connection or network:



%o@ » Control Panel » Network and Internet » Network and Sharing Center v | 4 | | Search Control Panel

. File Edit View Tools Help

Control Panel Home Change your networking settings
? Set up a new connecticn or network

E R e Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
Change advanced sharing
EemT ? Connect to a network

i Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Sesako .‘ Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

HomeGroup
Internet Options @ Troubleshoot problems
Windows Firewall Diag and repair k problems, or get troubleshooting inf

1

3. Choose Connect to a workplace and then click OK:



Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

¢ Set up a new network
-«@ . Configure a new router or access point.

connection to your workplace,

Set up a dial-up connection
Connect to the Internet using a dial-up connection.




4. Choose No, create a new connection and then click Next

5. Click Use my Internet Connection (VPN):

Do you want to use a connection that you already have?

@ iNo, create a new connection:

() Yes, I'll choose an existing connection

%,

VPN Connection
WAN Miniport (PPTP)

EPAM VPN Gateway
WAN Miniport (PPTP)

MICEX VPN Connection|
WAN Miniport (PPTP)




fo] & =)

@ L:a Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

< Dial directly
Connect directly to a phone number without going through the Internet.

J Vi

What is 3 VPN connection?

6. Type the server address provided by MOEX team to the Internet address field, type MOEX VPN Connection to the Destination name field, check
Don’t connect now;, just set it up so I can connect later and then click Next:



Type the Internet address to connect to

Your network administrator can give you this address,

Internet address:

Destination name: MICEX VPN Connection|

Use a smart card

O Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so I can connect later

7. Leave the next page without changes and then click Next:



Type your user name and password

User name: {

Password:

Show characters
Remember this password

Domain (optional):




o] @ ()
@ L:B Connect to a Workplace

The connection is ready to use

< Connect now

Close

8. Click Close:

9. Open Control Panel—Network and Internet—Network and Share Center and click Change adapter setting:
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“is Connect to a network

Windows Firewall
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Set as Default Connection
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10. Choose Properties of the just created connection:

11. On Security tab choose Point to Point Tunneling Protocol (PPTP) VPN type, choose Optional encryption (connect even if no encryption) data
encryption and then click OK:



= MICEX VPN Connection Properties
| General | Options | Security | Networking | Sharing |

Type of VPN:
| Point to Point Tunneling Protacol (PPTP) -
Advanced settings
Data encryption: '
[Dpﬁonal encryption {(connect even if no encryption) fow ]
Authentication

() Use Extensible Authentication Protocol (EAP)

Properties

@ Allow these protocols

[] Unencrypted password (PAP)
[V] Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[7] Automatically use my Windows logon name and
password (and domain, if any)

o) Lo )

1.3. Configure a VPN connection with MOEX using OpenSUSE

1. Make sure you are connected to the Internet;

2. Install pptp client using the following command:

sudo zypper install pptp



Run the following command:

sudo /usr/sbin/pptp-command setup

Type ‘4’ and press enter:

1.) Manage CHAP secrets
2.) Manage PAP secrets
3.) List PPTP Tunnels
4.

Delete a PPTP Tunnel

Configure resolv.conf
Select a default tunnel
Quit

4 + <enter>

)
)
)
) Add a NEW PPTP Tunnel 5.)
)
)
)

D O ~J O

Type ‘1’ and press enter:
Add a NEW PPTP Tunnel.

1.) Other
Which configuration would you like to use?: 1 + <enter>

Type ‘micex vpn connection’ and press enter:

Tunnel Name: micex vpn connection + <enter>

Type ‘<server address>" and press enter:

Server IP: <server address> + <enter>

Type ‘del default’ and press enter:



10.

11.

12.

13.

14.

15.

16.

route: del default + <enter>

and press enter: ;

Type ‘add default gw 1.1.1.1 TUNNEL DEV’ oute: add default gw 1.1.1.1 TUNNEL DEV

Simply press enter:

route: <enter>

Type ‘test’ and press enter:

Local Name: test

Leave a default value, simply press enter: Remote Name [PPTP]: <enter>

If you have done everything correct, you will see:

Adding micex vpn connection - <server address> - test - PPTP
Added tunnel micex vpn connection

Type g and press enter to exit the setup wizard.

The next step is to make a few changes in a configuration file which was created on previous steps by the wizard. At first open it using the
following command:

sudo vim /etc/ppp/peers/micex vpn connection

Needed changes are colored by red:



# PPTP Tunnel configuration for tunnel micex vpn connection
# Server IP: <server address>

# Route: route del default

# Route: route add default gw 1.1.1.1 TUNNEL DEV

#

noauth

#

# Tags for CHAP secret selection

# name test

remotename PPTP

#

# Include the main PPTP configuration file
#

# file /etc/ppp/options.pptp

17. Please be careful and don’t forget to save this file before closing. That’s all. Now you are ready to establish the VPN connection using the
following command:

sudo /usr/sbin/pptp-command start micex vpn connection

You will see something like this:

Using interface pppO Connect:

ppp0 <--> /dev/pts/1 local

IP address 1.1.1.19 remote IP

address 1.1.1.1

Script ?? finished (pid 30023), status = 0xO0

Script /etc/ppp/ip-up finished (pid 30032), status = 0x0

Route: add -net 0.0.0.0 gw 1.1.1.1 added

Route: add -net 1.1.1.0 netmask 255.255.255.0 gw 1.1.1.1 added

All routes added.

Tunnel micex vpn connection is active on ppp0O. IP Address: 1.1.1.19

18. To stop this connection use the following command:



sudo /usr/sbin/pptp-command stop

19. Important: After the VPN connection is stopped you will need to return the default route rule you had before. Otherwise the next tries to
establish the VPN connection will be failed. It’s recommended to make a script which will be responsible for the default route rule restoring.

1.4.Troubleshooting

1. The VPN connection is established but your application doesn’t receive UDP packets (Windows 7)

1.1 Open status of your VPN connection and check if the count of ‘Received’ bytes is continuously growing; If it’s not so, ask for help the MOEX
support team.

1.2 Check firewall settings. Temporary turn off the firewall. If after that all seems ok, turn on firewall again but add the firewall rule:

v Open Windows Firewall—Advanced settings;
v Choose Inbound Rules and on the right click New Rule:

1 Windows Firewall with Advanced Security
File Action View Help

o
B
A

«=|E HE
P Windows Firewall with Advancd R L e P o e e Actions
3 Inbound Rules —_——————

~ | Windows Firewall with Advanced Security on Local ..
&3 Outbound Rules

B Connection Security Rules ﬁ Windows Firewall with Advanced Security provides network security for Windows computers. &) Import Policy...

5. Monitoring &) Bxport Policy...
Overview Restore Default Policy
(@)  Foryour securty, some settings are controlled by Group Policy Diagnose / Repair
Domain Profile is Active View ’
@ Windows Firewallis on. (G Refresh
@ Inbound connections that do not match a ule are blocked [E] Properties
@ Outbound connections that do not match a nule are allowed Help

Private Profile

@ Windows Firewal is on

©  Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a nule are allowed

Public Profile is Active




9 New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type What type of rule would you like to create?

@ Program

@ Action @ Program

@ Profile Rule that controls connections for a program.
@ Name ) Port

Rule that controls connections fora TCP or UDP port.

) Predefined:

BranchCache - Content Retneval (Uses HTTP)

Rule that controls connections for a Windows experience.

Custom
Custom rule.

Leam more about rule types

v’ Leave the first page without changes and click Next:

v On the next page you need to specify path to your program:



¥ New Inbound Rule Wizard

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:

@ Rule Type Does this rule apply to all programs or a specific program?

@ Program

@ Action C) All programs

@ Profile Rule applies to all connections on the computer that match other rule properties.
@ Name

© This program path:

Example: c:\path‘program exe
%ProgramFiles % \browser\browser.exe

Leam more about specifying programs

| e

v' Leave the pages below without changes:



Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Rule Type
@ Program
@ Action
@ Profile
L J

Name

What action should be taken when a connection matches the specified conditions?

© Allow the connection
This includes connections that are protected with IPsec as well as those are not.

) Allow the c ion if it is
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

‘ Customize ‘

) Block the connection

Leam more about actions
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D New Inbound Rule Wizard
Profile

Specify the profiles for which this rule applies.

Steps:

@ Rule Type
@ Program
@ Action

@ Profile

@ Name

When does this rule apply?

[¥| Domain
Applies when a computer is connected to its corporate domain.

[¥] Private
Applies when a computer is connected to a private network location.

[¥] Public
Applies when a computer is connected to a public network location.

Leam more about profiles

<Beck ][ Net> [

Cancel

]

v" Here you should to specify the name of this rule. E.g. MyApplicationRule.




Name
Specify the name and description of this rule.
Steps:

@ Program




