HacTpomnKa ceTeBbIX cOeANHEHNI

JlokyMeHT conepkut onucanue HacTpoku VPN coennHeHui 1 TeCTUPOBaHUs cepBUCa IIPU MOAKIIOUYEHUAX depe3 ceTb HTepHeT.
IIpoMbIIITIEHHBIE TIOAKIIOYEHHS TOCTYIIHBI TOJBKO Y€PE3 BbIICICHHBIC KaHANbI [IEpeadl JaHHbIX.

1.1. Hactrpoiika VPN coeauHenusa ¢ MOEX Ha 6a3e Windows XP
st Hactpoiiku VPN coennaeHnss HE00X0IMMO BBITIOJIHUTD CIIEAYIOIIEE:

1. VYo6emurech, uro Internet moAKIIOYEH;

2. Haxwmure Start, nepeiinure B Control Panel;

File Edit View Favorites Tools Help ‘ .',’ |
Dotk - () - (T | Osearch [ roders | - g6 L) () ) X | S Foldersyne
address [ control Panel =~ Go
MName + ] Comments | ﬂ
See Also S L_')Add or Remove Programs Install or remove pr...
. 48 Administrative Tools Configure administr...
0 ¥indows\pdate ‘“Automatic Updates Set up Windows to ...
©) Help and Support {7 Configuration Manager View or Edit Configu...
~PDate and Time Set the date, time, ...
S Display Change the appear...
[iFolder Options Customize the displ...
ZhFonts Add, change, and ...
‘&= Game Controllers Add, remove, and c...
¢ Indexing Options Change how Windo...
DInternet Options Configure your Inte...
ZaKeyboard Customize your key...
Bmail Microsoft Outlook P...
e Customize your mo...
-‘: INetwol ‘ Connects to other c...
“¥5-Phone-and Modem-Options Configure your tele... E
“%Power Options Configure energy-s...
"QPrintevs and Faxes Shows installed prin...
:}Progvam Download Monitor Manages downloadi...
(i QuickTime Configures QuickTi...
@] Realtek HD Sound Effect Manager Realtek HD Audio C...
! Regional and Language Options Customize settings ...
1&4Remote Control Configures remote ...
T;Run Advertised Programs Runs advertised pr...

N

3. B Control Panel, neoiinoii merdok Ha Network Connections: medst sher compiers newas, s the e




File Edit View Favorites Tools Advanced Help

“5 Network Connections H= B
| &

"

@Back v \_) - )ﬁ' ‘ /'?) Search || Folders ‘v X Lt:l D n x ‘ i}FolderSvnc

Address I@, Network Connections

B

| Name

| Type

| Status

LAN or High-Speed Internet

Create a new <L Local Area Connection

— connection

& Change Windows
Firewall settings

See Also X

i) Network Troubleshooter

»

Other Places

[ Control Panel
& My Network Places |l

LAN or High-Speed Inter...

Connected

A=

4. Boibepute Create a new connection s Network Tasks: 2o



5. B otkpeiBmemcs nomornauke Network Connection Wizard, naxxmurte Next:

New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps you:
* Connect to the Internet.

* Connect to a private network, such as your workplace
network.

To continue, click Next.

Cancel |

6. Bridepute Connect to the network at my workplace n maxxmute Next:



New Connection Wizard
Network Connection Type
What do you want to do?

(" Connect to the Internet
Connect to the Interet so you can browse the Web and read email.

(+ ‘Connect to the network at my workplace:

Connect to a business network [using dial-up or VPN) so you can work from home,
a field office, or another location.

(" Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect ta it.

< Back I Next > I Cancel




New Connection Wizard

Network Connection
How do you want to connect to the network at your workplace?

Create the following connection:

(" Dial-up connection

Connect using a modem and a reqular phone line or an Integrated Services Digital
Network (ISDN) phone line,

* ¥irtual Private Network connection

Connect to the network using a virtual private network [VPN) connection over the
Internet.

< Back I Next > I Cancel

7. Buioepure Virtual Private Network connection u maxxmute Next:

8. Baeaute nazanue B mone Company Name (e.g. MOEX VPN Connection), u Haxxmute Next:



New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following box.

Company Name

MICEX VPN Connection

For example, you could type the name of your workplace or the name of a server you
will connect to.

< Back I Next > I Cancel

9. Bwibepute Do not dial the initial connection, u Haxxmute Next:




New Connection Wizard

Public Network
Windows can make sure the public network is connected first.

)

Windows can automatically dial the initial connection to the Internet or other public
network, before establishing the virtual connection.

g p_o not dial the initial connection:

" Automatically dial this initial connection:

l

¢ Back I Next > I

Cancel

10. Beenure IP anmpec <ampec VPN cepsepa>, n HaxmuTe Next:




New Connection Wizard

¥PN Server Selection
What is the name or address of the VPN server?

Type the host name or Interet Protocol (IP] address of the computer to which you are
cohnecting.

Host name or IP address (for example, microsoft.com or 157.54.0.1 J:

< Back I Next > I Cancel




11. Beibepute My use only u Haskmurte Next:

New Connection Wizard

Connection Availability
You can make the new connection available to any user or only to vourself.

& connection that is created for your use only is saved in your user account and is not
available unless you are logged on.

Create this connection for;

" Anyone's use

< Back I Next > I Cancel




New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

MICEX ¥PN Connection

The connection will be saved in the Netwark
Connections folder.

[T i&dd a shortcut to this connection to my desktop

To create the connection and close this wizard, click Finish.

¢ Back l Finish I Cancel

12. Haxwmure Finish, co3ganue HOBOTO coeMHEHHUS 3aBEPILICHO:




Connect MICEX ¥PN Connection

User name: ||

Password: I

" Save this user name and password for the following users:
& Meonly

& Snvone who uses this computer

| Connect I Cancel Properties Help

13. He 3amonusiere most User name u Passwod, naxkmute Properties

14. Tlepeiinute Ha 3akmanky Security, Beioepute Advanced (custom settings) u naxxmure Settings...:



# MICEX ¥PN Connection Properties (2] X] |

General | Options Security INetworkingI Advanced |

— Security optiohs
(" Tupical recommended settings)

Yalidate my identity as follows;
| =

[T Automatically use my Windows lagon hame and
password (atd domait ifany)

[~ | Require data encryption [discarnest if none)

Using these settings requires a knowledge Sellinge |
of security protocols. =

IPSec Settings... |

| oK I Cancel

15. B Bemanatorem crucke Data encryption BeiGepute Optional encryption (connect even if no encryption) u Haxxmute OK:



Advanced Security Settings Kl E3 |

Data encryption:

Dptional encryption [connect even if no encryption)

~ Logon security
(" Use Extensible Authentication Protocol (EAP)

| B2

Froperties

&+ Allow these protocols
[ Unencypted password (P4P)
[~ Shiva Password Authentication Protocol (SPAP)
" Challenge Handshake Authentication Protocol (CHAP)
[V Microsoft CHAP (MS-CHAR)
[ &llow older MS-CHAP version for Windows 95 servers
IV Microsoft CHAP Version 2 (MS-CHAP v2)

[~ For MS-CHAP based protocols, automatically use my
Windows logon name and password [and domain if any)

| oK I Cancel

16. Ha 3aknmaake Networking ¢ Bemanatomem criricke Type of VPN Beioepute PPTP VPN u masxkmute OK:



# MICEX ¥PN Connection Properties [ 2§ X|

General | Options | Security Networking lAdvancedl

Type of ¥PN:
[PPTP VPN

This connection uses the following items:

¥ Internet Protocol [TCP/IP)

[ J=! File and Printer Sharing for Microsoft Networks
[ /& 00 Packet Scheduler
O g Client for Microsoft Networks

Install... Uninstall Properties

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK l Cancel l

1.2. Hactpoiika VPN coegnHenusa ¢ MOEX Ha 6a3e Windows 7

1. VYO6emurech, uro Internet moAgKIIOUEH.

2. Ortkpotite Control Panel—Network and Internet—Network and Share Center u BeiGepure Set up a new connection or network:



woﬁ » Control Panel » Network and Internet » Network and Sharing Center v I‘,I | Search Control Panel pel l

. File Edit View Tools Help

Control Panel Home Change your networking settings
: ? Set up a new connection or network
Change adapter settings . > X £ K
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
Change advanced sharing
SRS ? Connect to a network
- Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
See ako " Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
HomeGroup
Internet Options @ Troubleshoot problems
Windows Firewall Diagnose and repair network probl or get troubleshooting inf

3. Bridepure Connect to a workplace u naxxmurte OK:



Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

¢ Set up a new network
-«@ . Configure a new router or access point.

Set up a dial-up connection
Connect to the Internet using a dial-up connection.




Do you want to use a connection that you already have?

@ No, create a new connection;

() Yes, I'll choose an existing connection

4 VPN Connection
WAN Miniport (PPTP)

4 EPAM VPN Gateway
WAN Miniport (PPTP)

WAN Minipo

4. Brioepute NO, create a new connection u nHaxxmute Next

5. Haxwmure Use my Internet Connection (VPN):



e & s

@ |ify Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ — Do

# Dial directly
Connect directly to a phone number without going through the Internet.

N e

What is 3 VPN connection?

Cancel

6. BBeamre <anmpec VPN cepmepa> BHouse Internet address, BBemure MOEX VPN Connection B note Destination name, Bsioepute Don 't connect
now; just set it up so I can connect later u Hasxkmute Next:



Type the Internet address to connect to

Your network administrator can give you this address,

Internet address:

Destination name: MICEX VPN Connection|

Use a smart card

#) [] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so I can connect later

7. OcraBbpTe clenyrolniee OKHO 0e3 n3MeHeHni U Haxxmute Next:



Type your user name and password

User name: [

Password:

Show characters
Remember this password

Domain (optional):




o] ® @
@ [;a Connect to a Workplace

The connection is ready to use

A o

< Connect now

8. Haxwmurte Close:

9. Orkpoiite Control Panel—Network and Internet—Network and Share Center u naskmure Change adapter setting:



\‘:_:),) L% » Control Panel » Network and Intemet » Network and Sharing Center v |4y i Search Control Panel

File Edit View Tools Help

Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

View your basic network information and set up connections

q Q' o See full map

EPRUSARW0401 Multiple networks Internet

(This computer)
View your active rk Connect or disconnect
epam.com Access type: Internet
Domain network Connections: [ Local Area Connection
Unidentified network Access type: No network access
Public network Connections: § VirtualBox Host-Only Network
Change your king settings

Set up 2 new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

a4 Connect to a network




=S =R
o\ -
Uv' &) « Net.. » Netw... » v l 5 ' | Search Net...
File Edit View Tools Advanced Help
Organize ¥ Startthis connection » 2 v [ @
B . MICEXVPN Connection i
- -
— ‘-” Disconnected
@2 WAN Miniport (IKEv2)
= s Connect
L‘ VirtualBox Host-Only Network
\,E Unidentified network Status
@ VirtualBox Host-Only Ethernet Ad... .
Set as Default Connection
.: VPN Connection
- ‘-Tﬂ Disconnected Create Copy
&2 WAN Miniport (PPTP)
te Short
W& Change settings for this connection, such as - Seemte Shorkout
®' Delete
® Rename
¥ Properties

10. Otkpoiite Properties as TOJIBKO Y4TO CO3aHHOTO COSAMHEHUS:

11. Ha 3aknanke Security Beioepute B Beinanatomem crucke Type of VPN - Point to Point Tunneling Protocol (PPTP), BeiGepuTe B BbinaaaroiiemMm
criicke Data encryption - Optional encryption (connect even if no encryption) u naxxmute OK:



P

3 MICEX VPN Connection Properties

General | Options | Security | Networking | Sharing |

Type of VPN:
| Point to Point Tunneling Protocol (PPTF) v
Advanced settings
Data encryption:
[Dptional encryption {connect even if no encryption) vJ
Authentication

() Use Extensible Authentication Protocol (EAF)

Properties

@ Allow these protocols

[] Unencrypted password (PAP)
[7] Challenge Handshake Authentication Protocol (CHAF)
Microsoft CHAP Version 2 (MS-CHAP v2)

[7] Automatically use my Windows logon name and
password (and domain, if any)

o) Lo )

1.3. Hacrpoiika VPN coegunenus c MOEX Ha 6a3e OpenSUSE

1. VY6emurech, uro Internet moaKIIOUECH;

2. YcraHOBUTE PPtP KIMEHT, HCIIONB3YS CIACTYIOINE KOMaH/IbI:

sudo zypper install pptp



3. BeImonHHTE CIEAYONMYI0 KOMaH/Y:

sudo /usr/sbin/pptp-command setup

4. Bsenute ‘4’ 1 HaxxMute enter:

) Manage CHAP secrets

) Manage PAP secrets

) List PPTP Tunnels

) Add a NEW PPTP Tunnel 5.)
)

)

)

Sw N

Delete a PPTP Tunnel
Configure resolv.conf
Select a default tunnel
Quit

4 + <enter>

O 00 J O

5. Bsemure ‘1’ u Haxxmure enter:
Add a NEW PPTP Tunnel.

1.) Other
Which configuration would you like to use?: 1 + <enter>

6. Bmemure ‘MOEX vpn connection’ M HQ)KMHUTE enter:
Tunnel Name: MOEX vpn connection + <enter>
7. BBenute <ampec VPN cepBepa> M HAOXKMUTE

enter:

Server IP: <agpec VPN cepsepa> + <enter>

8. Bmemure ‘del default’ ¥ HaXXMHUTE ENter:



10.

11.

12.

13.

14.

15.

16.

route: del default + <enter>

BBeaute ‘add default gw 1.1.1.1 TUNNEL DEV’ M HQXMHTE enter’ route: add default gw 1.1.1.1 TUNNEL DEV
[Ipocro HaxxmuTe enter:
route: <enter>

Beeaure ‘test’ u maxxmure enter:

Local Name: test
OCTaBI)Te 3HAYCHUJ 110 YMOJI‘IaHI/IIO U HAXXMUTE enter: Remote Name [PPTP]: <enter>

Ecnu Bce O0b110 CACJIaHO IIPABUJIBHO, BbI JOJIZKHO YBUACTh:

Adding MOEX vpn connection - <azpec VPN cepsepa> - test - PPTP
Added tunnel MOEX vpn connection

Beenute ‘8’ u HaxxMuTe enter YTOOBI BBINTH U3 IMOMOIIHHKA 110 YCTAHOBKCE.

Teneps HEOOXOMMO CAENATh HECKOJIBKO U3MEHEHUI B TOJIBKO YTO CO3AaHHOM (Qailiie koHpurypauuu. /st Hayana He00X0JUMO OTKPBITh
€ro, BBIITOJIHUB KOMaH/Yy:

sudo vim /etc/ppp/peers/MOEX vpn connection

HGO6XOJII/IMBIC H3MECHCHMA OTMEUYCHBI KPACHBIM



#

# PPTP Tunnel configuration for tunnel MOEX vpn connection
# Server IP: <ampec VPN cepsepa>

# Route: route del default

# Route: route add default gw 1.1.1.1 TUNNEL DEV

#

noauth

#

# Tags for CHAP secret selection
# name test

remotename PPTP

#

# Include the main PPTP configuration file
#

# file /etc/ppp/options.pptp

17. Tloxanyiicta, He 3a0yabTe coXpaHuTh ¢aiin nepen 3akpeitueM. Ha atom Bce. Tenepb Heobxonumo yctanoButh VPN coennnenue,
BBIINIOJIHMB KOMaHAY: sudo /usr/sbin/pptp-command start MOEX vpn connection

Ha skpane 101KHO NOSIBUTHCSI IPUMEPHO CIIETYIOIIIEE:

Using interface pppO Connect:

ppp0 <--> /dev/pts/1 local

IP address 1.1.1.19 remote IP

address 1.1.1.1

Script ?? finished (pid 30023), status = 0xO0

Script /etc/ppp/ip-up finished (pid 30032), status = 0x0

Route: add -net 0.0.0.0 gw 1.1.1.1 added

Route: add -net 1.1.1.0 netmask 255.255.255.0 gw 1.1.1.1 added

All routes added.

Tunnel MOEX vpn connection is active on ppp0O. IP Address: 1.1.1.19

18. UToOBI OCTAaHOBUTH COSAMHEHHE, HYXKHO BBITIOJTHUTH CIEAYIONIYI0O KOMaHTY:



sudo /usr/sbin/pptp-command stop

19. Ba:xkno: Ilocne toro, kak VPN coeauHenne Oyaer 3aKpbITO HEOOXOAMMO BOCCTAHOBHUTH IpaBWiIa MapiipyTusanuu. MHaue cnemyromue
MOMBITKH ycTaHOBUTH VPN coenuHenne OynyT 6e3ycCIenHbIMU.

1#1J{aCTT)BOBIHﬂKaIOHIHGEBOI“DOCbIllhdeTOﬂUﬂldX]DEHIEHIHI

1. VPN coenuneHue ycTaHOBICHO, HO npritokenue He morydaet UDP nmakerst (Windows 7)

1.1 Ilocmotpute Ha cocrosiHue Bamero VPN coenunenus, u nposepbre, 4To KoaudecTBo «llomyueHHbIx» O0alT Bo3pactaeT. Eciu 310 He
Tak, oOpaTtutech B ciyx0y nogaepxku MOEX.

1.2 TIposepbte Hactoiiku firewall. Bpemenno otkmounte firewall. Ecnu mocie atoro Bce «3apaboraery, Briarouunte firewall u no6asbre
CJIEIYIOIE HACTPOUKU:

v Otkpoiite Windows Firewall—Advanced nactpoiiku;

v Bueibepute Inbound Rules u B menro cipasa Bribepure New Rule:

&P Windows Firewall with Advanced Security =0 Eo @
File Action View Help

¢ |E HE
@ Windows Firewall with Advanc(
23 Inbound Rules
Outbound Rul v
0 i Windows Firewal with Advanced Securty provides network securty for Windows computers
¥ Connection Security Rules
%, Monitoring

Actions

Windows Firewall with Advanced Security on Local Computer

» | Windows Firewall with Advanced Security on Local ... &
&) Import Policy...

%] Export Policy...
Overview Restore Default Policy
(@)  Foryour securty, some settings are controlled by Group Policy Diagnose / Repair
Domain Profile is Active bl 4
@ Windows Firewallis on. |G Refresh
@ Inbound connections that do not match a rule are blocked [Z] Properties
@ Outbound connections that do not match a nule are alowed H Help

Private Profile
& Windows Firewallis on.
© Inbound connections that do not match a rule are blocked

@ Outbound connections that do not match a rule are allowed.

Public Profile is Active

.




D New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

& Rule Type What type of rule would you like to create?

@ Program

@ Action © Program

@ Profie Rule that controls connections for a program.
@ Name ) Port

Rule that controls connections fora TCP or UDP port.
(") Predefined:

BranchCache - Content Retneval (Uses HTTP)

_ Custom
Custom rule.

Leam more about rule types

Rule that controls connections for a Windows experience.

Back [ Next > ][ Cancel

v" OcraBbTe OKHO 0€3 u3mMeHeHuit 1 Haxmurte Next:
v B cienyroieM OKHE HEOOXOAUMO yKa3aTh yTh K IPOrpaMMe:




&% New Inbound Rule Wizard

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:

@ Rule Type Does this rule apply to all programs or a specific program?

@ Program

@ Action (") All programs

@ Profile Rule applies to all connections on the computer that match other rule properties.
¢ Name

© This program path:

Example: c:\path‘program exe
%ProgramFiles % \browser\browser.exe

Leam more about specifyin rograms

[ <Back [ MNet> ][ Cancel

v OcraBbTe CIeAyIoNIre OKHa 0e3 M3MEHEHHI:




Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

¢ & & & &

Rule Type
Program
Action
Profile

Name

What action should be taken when a connection matches the specified conditions?

@ Allow the connection
This includes connections that are protected with |Psec as well as those are not.

(*) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

Leam more about actions

[ <Bak J[_ Net> |[ Concel

]




Q New Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:

@ Rule Type When does this rule apply?

@ Program

@ Action [¥| Domain

& Profile Applies when a computer is connected to its corporate domain.
@ Name [V] Private

Applies when a computer is connected to a private network location.

[¥] Public
Applies when a computer is connected to a public network location.

Leam more about profiles

[ <Bock [ Net> ][ Cancel |

v Vkaxwure ums cosaaBaemoro npasuia. E.g. MyApplicationRule. Haxxmute Finish.



Name
Specify the name and description of this rule.

Steps:

@ Program
@ Action

@ Name




