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Co3aganue HOBOTO MOAKIIOYCHUS

Broprunas aBropusanus

JlnarHocTuka U ycTpaHeHre IPOo0JIeM MPU YCTAHOBICHUN KPUTITO-TYHHEIIS
KoHTakTsI

NoakowdE

TpeOoBanus

1. Cisco VPN Client moxet ObITh YCTaHOBIICH Ha JIO00H ONepaIliMOHHON CUCTEME
cemeiicta Microsoft Windows.

2. Jlns yeranosku Cisco VPN Client HeoOxoaumo nMeTs mpaBa
aJIMUHUCTPATOPA.

3. s padotsr Cisco VPN Client HeoOxoaumo, 4T0OBI B HACTPOIKax OpaHaMayspa
(Firewall) 6putH pasperiensl Bxosiue u ucxoasipe ESP coequnenus, a Takke
UDP coenunenns Ha mopthl 500 u 4500.

4. Ob6patute Buumanue, uto Cisco VPN Client ne paboraet uepes Proxy.

3arpy3ska Cisco VPN Client.

®aiin quia ycranoku Cisco VPN Client moxkHo ckavats ¢ ftp:

ftp://ftp.moex.ru/pub/support/vpn/

PexoMeHTyemM UCIIOIb30BaTh MOCIIEIHIOI0 BEPCHUIO TPOTPAMMBI.
YceranoBka Cisco VPN Client

[Tocne 3arpy3ku 3amyctute ¢aii .exe (3To caMopaciakOBbIBAIOIIMICS apX1B)

WinZip Self-Extractor - vpnlient-winx64-msi-5.0.07.04.. SRES

To unzip all files in this zelf-extractar file ta the ,‘ )
zpecified folder prezs the Unzip buttan,

. Run Winsip
ynfrﬂ'l'tl'ﬁdq: —_—
C:ATemp Browse... | Cloze
v Ovensrite files without prompling About
W When done unzipping oper:
' Help
Awpnclient_setup.exe



ftp://ftp.moex.ru/pub/support/vpn/

BriOepute manky st pacmakoBKU, HaXMHUTE KHONKY UNZIP 1 10KaUTeCh
COOOILIIECHUS:

.
WinZip Self-Extractor [

7 file(s) unzipped successfully

oK

[Tocne aToro 3amycTutcst mporpaMmma ycTaHoBkU. BriOepute s3bik nHTEpdeiica
MPOrpamMMbl U HAXMUTE KHOMKY «OK»

r el
Cisco Systems VPN Client 5.007.0440 (S

Thiz inztallation can be displayed in multiple
languages. Pleaze select the language to dizplay from
the lizt below.

Japanese
French [Canadian)

k. Cancel

Hanee Haxmute KHOMKY «Next»

ﬁ! Cisco Systems VPN Client 5.0.07.0440 Setup et

Welcome to the Cisco Systems
VPN Client 5.0.07.0440
Installation Wizard

It iz ztrongly recommendead that pou esit all Windows programs
before running this setup praogram.

Click Cancel bo guit the zetup program, then cloze any programs
you have running. Click Mest to continue the installation,

WARMNING: This program iz protected by copyright law and
international treaties.

|Inauthorized reproduction ar diztribution of this programm, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent possible under law,

< Back [ Mest > ] [ Cancel




[TpouTnTe YCIOBHUS JTUIICH3MOHHOTO COTJIAIICHUS, BHIOEPUTE MyHKT
«l accept the license agreement» (« I mpuHUMarO YCIOBHS JTUIICH3UOHHOTO
COTJIAIICHU») U HAKMHUTE KHOMKY «Nexty.

.
1’{‘3‘ Cisco Systems VPN Client 5.0.07.0440 Setup I. = |

License Agreement

You muzt agree with the licenze agreement belaw o proceed.

Client Software License Agreement of Cisco Systems -

THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS I5 THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE 1S
GOVERMNED BY THE TERMS AND CONDITIONS OF THE GREEMENT SET
FORTH BELOW. BY CLICKING "YES™ ON THIS SCREEN, YOU INDICATE
THAT YOU AGREE TO BE BOUND BY THE TERMS AND

CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON "YES". IF
YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO™ ON THIS SCREEN, IN WHICH CASE YOU WILL
BF NFNIFN ACCFSS TO THF SOFTWARF.

@ | accept the license agreement

-

' | do nat accept the license agreement
Wize Installation *Wizard [R]

[ Reset ] [ < Back ][ Mext = ] l Cancel

BeiOepure myTh aiist yctaHoBKH mporpammbl (o ymosrdanuto C:\Program Files\Cisco
Systems\VVPN Client) u HaxxmMuTe KHOMKY «Nexty.

ﬁ! Cisco Systems VPN Client 5.0.07.0440 Setup I. = |

Destination Folder
Select a falder where the application will be installed.

The"Wize Installation “Wizard will inztall the files for Cizco Systems VPN Client
5.0.07.0440 in the fallowing folder.

Toinstall inta a different folder, click the Browse button, and select another folder.

Yau can choose not o ingtall Cizco Spsterns WP Client 5.0.07.0440 by clicking Cancel
to exit the "Wize Installation YWizard.

Destination Falder

C:\Pragram Files [x86]\Cisco Spstems\WPM Clientt

Wize Inztallation YWizard [R]

< Back ][ P et > ] [ Cancel




Haxmure kHomky «Next» nis Hayasia ycTaHOBKH ITPOTrPaMMBI.

fé‘ Cisco Systems VPN Client 5.0.07.0440 Setup [ = ﬂ

Ready to Install the Application

Click Mext to begin installation.

Click the Back buttan ta reenter the installation information ar click Cancel to exit
the wizard.

Wize Inztallation wizard [R)

< Back ][ Meut = ] [ Cancel

I[O)KI[I/ITeCB 3aBCPHICHUS YCTAHOBKH.

-
jkj! Cisco Systems VPN Client 5.0.07.0440 Setup

Updating System

The features you zelected are currently being installed.

Wwize Installation ‘Wizard [R]

Cancel




Haxxmute kHOmKy «Finishy.

' ) Cisco Systems VPN Client 5.0.07.0440 Setup E‘C_"lm |

Cisco Systems VPN Client
5.0.07.0440 has been
successfully installed.

Click the Finish button to exit this installation.

| <Back 3 | Cancel

[Tocne aToro mepe3arpy3ure ONnepaloOHHYI0 CUCTEMY, HaXKaB KHOIKY « Y €S».

Fﬁ Installer Information Iﬁq'

o must reztart pour systern for the configuration changes made
ta Cizco Systems WP Client 5.0.07.0440 ta take effect. Click
=" “esz toregtart now or Mo if pow plan to restart manoally later.

l es I Mo

Co31anue HOBOT0 NMOAKJIIOYECHUA

[Tocne mepe3arpy3ku CUCTEMBI COXPAHUTE HA KECTKUN JUCK (Daiis1, MPUIIOKEHHBINA K
NUChMY, KOTOpoe ObLI0 oTnpaBieHo Bam npu aktuBauuu ycnyru « VPN noctym.
Pactmmdpyiite daiin, ucnonszys AIIK Knuenr MMBB.



& C:itmp

File Edit ‘iew Fawvorites Tools  Help ﬂ‘.

@Back < @ < l.ﬁ pSearch H__ Folders v

fddress |55 Citmp v| =2
Size ¥ Tvpe
103 KE SawwbposaHHEIA d.. .

File and Folder Tasks

On
Iim Rename this File (B PacwmdposaTe

[ Mave this fils 7-Zip »
Copry this File gagpen with... ,

& E\ﬂsh Ehis file to the ﬁazi:;;ao:a::am POBATE
(3) E-mail this file 8 Noarmcats

K Delete this fils MeHT MMBE d 8 Cozaare 3N
# MpoeeprTe 2N
}(_I'IpoBepHTb H yAaanHTE 301
Other Places Cut @ Sawnpposats
Copy @ Pacwihpoeats
g Local Disk (2:) (EMHboprauna o dafine
Create Shorbout .
@ MMy Dacurments Delete ElNokazaTe paboui ceptrdmeaT
2
I3y Shared Documents Rename ﬁiﬂ;ﬂiﬁ:‘:;i:iﬂ X
g My Compuber
a Properties |

&) 1y Metwark Places

BLINOAHKMTE paclMgpoEaHHE BEIOpaHHEX hafnos

B cozpannom pdf daiine Oyaer Bcst HeoOXoauMas nHGOpMAIUs IS CO3JaHUs HOBOIO
TTOIKJTFOUCHHS.

v2 YPN_BROKER_19700101.pdf - Adobe Reader EEX

®dakin PeaakTMposahve [MpocMoTp OkHo Cnpaska x

@ @ E] @ | ¢ i | ; -F | | = 2 | @ KommeHTapvm O goctyn

e OTKPBITEIA $alin cOOTBETCTBYET CTaHAAPTY PDF/A M OTKPBIT TONBKO ANA YTEHUA, BHECEHHE M3MEHEHWH HE Pa3peLleHD,

|>

Homep 3aABKM Ha reHepaumio Napona: XXXXXX
Kog dupmel: BROKER

URL ana 3arpy3ku Cisco VPN Client: fip://ftp.moex.com/pub/support/vpn/

Hactpownku Cisco VPN Client: 5|

Anpec cepsepa (Host): X.X.X.X
pynnoeasn naeHtudukauma (Group Authentication):
Wma rpynnel (Name): {GroupName}
Maponsk (Password): {GroupPass}
Moasepxaenue napona (Confirm Password): {GroupPass}
JIorvHbI:
JNorun (Username): {broker_login}
Maponb (Password): {password}

IP-agpec B cetu MockoBckon bupxu: y.y.y.y

[ata reHepauuu: dd/mm/yyyy

3amyctute Cisco VPN Client, nBakibl KIIMKHYB M0 HKOHKE Ha
pabodem croJie, niau u3 MeHto «Start -> Programs ->
Cisco Systems VPN Client -> VPN Client). VPN Client




JInst co3nanus HOBOTO MOJKIIFOYEHUST HAXKMUTE KHOMKY «Newy»

& status: Disconnected | VPN Client - Version 5.0.07.0440 = | G |-

Connection Entries  Status Certificates Log Options Help

25 @ uﬂ E. alvln

Connect Import Modify Delete CIsCoO
Connection Entries | Cedificates l Log ]

| Connection Entry | Host Transport |

Mot connected.

B nonie «Connection Entry» - BBeuTe UM BaIlero Mo IKI0YCHUS.
B none «Host» - IP anpec VPN nutro3a.

B none «Name» - rpynmnoBoi JOTHH.

B nomnsix «Password» u «Confirm Passwordy - rpymimnoBoii maposib.

Crtporo 00s13aTenbHO COOMIOIAUTE PETUCTP.
[Tociie KOPPEKTHOTO 3aIMOJIHEHUS BCEX MOJICH HAKMUTE KHOIIKY «Savey.

& VPN Client | Create New VPN Connection Entry ﬁ
Description: | l|||ll|l|
| CISCo

®

Authentication lTlansport l Backup Servers l Lial-Up l

{* (Group Authentication (" Mutual Group Authentication

Hassword: |

Corfirm Password: [

(™ Cerificate Authentication

MName: | J

[ Send CA Cerfficate Chain

Erase User Password | Save Cancel

B rmaBHOM OKHE IIporpaMMBbI IOSIBUTCS CTPOYKA € 3aJaHHBIM BaMu 1Mo IKIIFOUeHUEM.
BriGepute 3710 coenuHenne u HaxMuUTE KHOTIKY «CONNecty mubo MBaXKbl KIMKHUTE TI0
CTPOKE MTOAKITIOUCHHMS.



r

& status: Disconnected | VPN Client - Version 5.0.07.0440 = | B |

Connection Entries Status Certificates Log Options Help

ﬁ nmim

Mew Import Modify Delete CISCO
l Certificates ] Log l

| Connection Entry | Host | Transport

M _MoEX 85.118. IPSec/UDP ———

Mot connected.

BropuyHasi apTopu3auus

[Tocie pox0sKAeHUS IEPBUYHON aBTOPH3AIMH IO IPYIIOBEIM akkayHToM, VPN
KJIMEHT MONpOocHT BBecTH Barm muunbtil Jlorun (mosre Username) u Iaposts (mone
Password).

i o)

& VPN Client | User Authentication for "MOEX" ==

The server has requested the following information to complete the user
authentication.

aliln |semame: |
Cisco

Fassword: |

0K — |

HpI/I IMOBTOPHOM IIOAKIIOYCHHUH ITOABHUTCA BO3MOKHOCTD HJIA COXPAaHCHUA I1apOJIAd.

@ VPN Client | User Authentication for "Moex” @

The server has requested the following information to complete the user
authentication.

N I TR |oroker_ogin
CI5CO

Password: |

@ﬁaue Password

QK Cancel

PCBYHBT&TOM HOPpMAJIbHO YCTAHOBUBILICTOCA COCAUHCHUS ABJISACTCS

nukrorpama Cisco VPN Client B o6actu yBe1OMIICHUH, U IPH il ﬂ

HaBEJICHUH KypCcopa MBI HA TUKTOTPAMMY TMOSIBJIICTCS HAINChH

«VPN Client — Connected».

[Tpu HaXkaTHH TIPABOM KHOIIKOW MBIIIHM Ha MUKTOTPAMMY MOKHO BBIOpATh MYHKT MEHIO

«Statistics», B kotopom oToOpaxaercs ctatuctuka VPN coennHeHus.

[Tpu HopmanbHOU pabote VPN kimeHTa B cTaTUCTHKE €10 paboThl MOXKHO YBUIETh
kosmdectBo ucxoasmumx (Encrypted) u mpuxoasimux (Decrypted) maketos uepes
KPUIITO-TYHHEb.



Gh VPN Client | Statistics

Address Information

Route Details l:-'-s'.'.'e l

Connection Information

Cliert: Ertry: MOEX

Server: gh*xxrrx s Time: 0 dayi(z). 00:00.17
Bytes Crypto

Received: 0 Encryption: 168-bit 3-DES

Sent: 0 Authentication: HMAC-MD5
Packets Transport

Encrypted: 0 Transparert Tunneling: Active on UDP port 4500

Decrypted: 0 Local LAN: Disabled

Discarded: 1 Compression: MNone

Bypassed: 617

Reset |

Close

Yro neaarn, ecau VPN kianenT He coennusercsa?

[TpoBeprte HacTpoitku VPN kiueHTa, koTropbie Bl BHOCHIN TIpU CO3/ITaHUU
HOBOTO MOKIIFoueHus. JIOTHH 1 TTapoiib He JOIHKHBI COIePKaTh PYCCKUX OYKB H
npo0OenoB. Axpec HOSt nomkeH coOTBETCTBOBATH YKa3aHHOMY B ITMCHME.

[IpoBepsTe mpaBuibHOCTH HacTpoiiku Firewall a: Jlnsa padoter Cisco VPN Client
HE00X0IuMO, YTOOBI B HACTpoiTkax OpanamMayaspa (Firewall) 6111 pa3perieHbl
Bxoasmme u ucxondiue ESP coequnenus, a takxe UDP coeaunenust Ha noptel 500 u
4500.

Jlns mpoBepKr paboTOCIIOCOOHOCTH CBSI3KH «OIepannonHas cucrema — VPN
KITMEHT» MOYKHO TPEIOCTaBUTh KOMITbIOTEPY BHETHUH P anpec, Tem cambiM
OU3BNYECKMU uckmouus Firewall, Proxy u T.1.

: Hexkotopeie Firewall b1 TpeOyrOT HOMONMHUTENBHON HACTPOUKH.
Homnomuautensubie moptel UDP ¢ 62514 mo 62524.

NMnopT rpynmnoBbIX HACTPOEK

Bwmecre ¢ moruHoM 1 maposieM Bam BeIchutaeTcs 3ammdpoBanabiid daiin «Moex.pcfy
Jlnst uMIiopTa HaCTpPOEK coxpaHuTe (ailyl B JOCTYITHOM MECTE U paciudpyite
ero, ucnose3ysa AIIK Knuentr MMBB.

Hanee 3amyctute Cisco VPN client, u B rmaBHOM OkHe HaxxMuTe KHOTIKY «lMmporty»



& status: Disconnected | VPN Client - Version 5.0.07.0440 o 5

Connection Entries  Status Certificates Log Options Help

- r L g
fﬁ =) B I vl
Connect MNew 0l Modify Delete CciIsco
Connection Entries I Cerificates I Log |

| Connection Ertry I Host Transport

| Mot connected.

B nosiBuBIIEMCst OKHE BBIOEPHUTE ITyTh K COXpaHEHHOMY (haiiily, BEIOEpUTE €T0 1
HAXMUTE KHOMIKY «OTKPBITH

Nanka: IE} pof j L] EF Ef-

[Eljmossc.ncf:

SEHHE

HTE|

Hraa paiina: I ﬂ OTkpems I
=l

Tun dakinos: IF'mfiIes [*.pcf) Otrena

&\_

B PE3YIbTATC YCT0 MOABUTCA ITOATBCPIKICHNUC IMTPABUJIBHOCTHU OIICPAIIHHU.

# ¥PN Client x|

@ The VPN connection entry "0iipcFimoex pof” was successtully imparked.

Jlanbliie ciaeayiiTe MHCTPYKIUSAM IO YCTAHOBKE COSIUHEHUS.

KoHTaKTBI

T +7(495) 733-9507
E help@moex.com
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